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1. INTRODUCTION

1.1 Objective and Purpose

The purpose of this document is to describe the functionality of Standard Business Reporting (SBR) ebMS3 software developer kit (SDK). This document identifies the key components of the SDK solution. Some of these components are re-used from the previously released SBR Core Service SDK and hence the reader is pointed to the reference for existing documentation. For the new components, this document will outline the usage details and the API specification (where applicable).
1.2 Scope
The SBR ebMS3 SDK will ultimately support Java, .NET and C programming languages; however this version of the SDK only covers Java and .NET application programming interfaces (API) for the SDK.
1.3 Glossary

	Term / Acronym
	Definition

	AS4
	AS4 is a Conformance Profile of the OASIS ebMS 3.0 specification

	ebMS3
	Version 3.0 of the OASIS ebXML Messaging Service specification

	ebMS3 Advanced Features
	Specification that complements the ebMS3.0 Core specification by specifying advanced messaging functionality for:

· messaging across intermediaries (multihop), 

· message bundling, 

· compressing, splitting and joining large messages, 

· and advanced processing modes.

	SBR Core Services
	The current ‘legacy’ Whole of Government platform that:
· provides the interface for SBR services for Business to Government reporting; and

· routes received requests to the appropriate government agency system.

	SBR ebMS3
	The strategic Whole of Government platform that:

· provides ebMS3 based SBR services for Business to Government reporting; and

· routes received requests to the appropriate government agency system.

	SDK
	The software developer kit supplied by SBR to software developers to support integration of software packages with the SBR ebMS3 Platform. It includes the ebMS3 embeddable client and a ‘reference client’ that illustrates how to use the ebMS3 embedded client as well as other APIs such as the M2M Security Token Service (STS).

	MSH
	ebXML Messaging Service Handler (MSH), that implements the ebMS3 messaging functions.

	Embeddable Client
	The ebMS3 MSH implementation that can be embedded in business management software for ebMS3 interactions with SBR ebMS3.

	BMS
	Business Management Software: Software used by businesses and intermediaries to manage business finances and reporting obligations. It may include desktop accounting software, payroll software, components integrated with ERP systems, cloud based systems etc.  

 eg, MYOB (accounting package) and SAP (payroll package).


1.4 Audience
This document is intended for use by Software Developers who are integrating business applications with SBR ebMS3.

It assumes knowledge of software development, understanding of the ebMS3 specifications and Web service security concepts etc.

Developers should already be familiar with SBR ebMS3 concepts and should have read the SBR ebMS3 Web Services Implementation Guide (WIG).

1.5 Reference Documents
	Ref
	Name
	Location

	 AUTONUM  \* Arabic 
	SBR Glossary
Glossary of terms used in the SBR Program.
	http://www.sbr.gov.au/software-developers/developer-tools/glossary

	 AUTONUM  \* Arabic 
	SBR Developer SDK Guide
Contains links to a number of documents which provide essential information required to understand the SBR SDK.
	TBC 



	3
	SBR ebMS3 WIG
Essential reading to understand SBR ebMS3.
	TBC

	4
	SBR SDK User Guide – IMClient
User guide for the ABR Security Token Manager API 

Available in .NET and Java versions.
	Included in the IMClient package

	5
	SBR Authentication Client SDK Developer Guide
User guide for the ABR AUSkey Manager (IMClient Keystore API) 

Available in .NET and Java versions.
	Included in the IMClient package

	6
	Agency Message Implementation Guides (MIGs)
Provide information specific to reporting requirements for agencies.
	TBC 

	7
	SBR Taxonomy
Describes the SBR reportable items and how these relate to agency reporting obligations. 
	https://www.taxonomy-collaboration.sbr.gov.au/yeti/reasources/yeti-gwt/yeti.jsp

	8
	SDK XBRL API User’s Guide
User guide for the SDK XBRL API.

Available in .NET and Java versions.
	Included in the SDK XBRL API package.


2. SDK
SBR ebMS3 SDK is provided to assist Software Developers in adopting the SBR ebMS3 solution within their own software applications.
2.1 Overview

The following diagram illustrates, at a high level, the design time and run time environment of the end-to-end SBR ebMS3solution. 
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Figure 1: SBR SDK Component Diagram
2.2 Component Overview
This section provides an overview of the components that are included in the SBR ebMS3 SDK. 

2.2.1 Reference Client

The Reference Client is aimed at giving Software Developers an example of how to connect to the SBR ebMS3 using the SDK components provided by SBR.  It demonstrates how to interact with an MyGovID store, use a credential from the store to call the M2M Security Token Service, submit requests and interpret the responses received.
The Reference Client is provided as an example only.  The Reference Client is included in the SDK to provide an example implementation of the components and APIs provided in the SDK. The Reference Client provides a guide for how software developers could use these in their developed products.  The Reference Client is not supported for production use.  It is not intended that the Reference Client be used by software developers for use with or embedded in their developed products.  Ongoing support for the Reference Client and inclusion of the Reference Client in future SDK versions is not guaranteed.
2.2.2 ABR AUSkey Manager (IMClient Keystore API)

The ABR AUSkey Manager (IMClient Keystore API) provides functionality for managing and accessing the business client’s SBR credential(s). Use of the AUSkey Manager API to access credentials stored in a Keystore is demonstrated in the Reference Client supplied with the SDK.

Refer to the SBR Authentication Java Client SDK Developer Guide for further details on its use and configuration.

2.2.3 ABR Security Token Manager API

The ABR Security Token Manager API provides functionality for accessing the M2M Security Token Service to obtain Proof Tokens and Assertions required to access SBR ebMS3.

Use of the Security Token Manager to request a security token to connect to Core Services is demonstrated in the SBR Reference Client.

Refer to the SBR SDK User Guide Java Identity Management Client for further details on its use and configuration.

2.2.4 SDK XBRL API

The SDK XBRL API provides functionality for creating, validating, and consuming XBRL business documents which contain the business information required for an interaction with an Agency.

Refer to the SDK XBRL API User’s Guide for further details on the SDK XBRL API.

2.2.5 SBR ebMS3 Requester (ebMS3 embeddable client)
The embeddable client is a client-side ebMS3 Message Service Handler (MSH) implementation that is intended to be used by Independent Software Vendors (ISVs) that wish to embed SBR ebMS3 compatible MSH functionality within their software products. 

The embeddable client will enable API-based integration with the ISV software packages. Section 3 ‘ebMS3 Embeddable Client’ provides details regarding the use of embeddable client.

3. ebMS3 Embeddable Client

The embeddable client allows independent software vendors (ISV) to embed ebMS3 processing function in their application. This client API facilitates the communication between SBR ebMS3 and the BMS using the ebMS3 protocol. 

Embeddable Client V1.0.0.3 (AS4Client-Windows) is supplied as part of the SBR ebMS3 SDK. Please see the release notes in the Embeddable Client package provided in the SDK for the list of supported operating systems and versions.
Notes: 
A software developer can use any ebMS3 sender/client MSH that is available in the market and are not restricted to using the ebMS3 embeddable client provided in the SBR ebMS3 SDK.

The ebMS3 embeddable client is ONLY licensed for software developers to use for the purpose of Tax Agents using their software product to communicate with SBR ebMS3.

Inline with the ebMS3 standard specifications, the embeddable client performs compression for message attachments using GZIP. All the exchange profiles provided with SBR ebMS3 SDK are pre-configured so that the embeddable client will compress message attachments which are larger than 10KB in size. 
JRE requirement for the Embeddable Client
Java runtime environment (JRE) is required to use Embeddable Client (Java, .NET and C). The JRE version required to use Embeddable Client vary depending on the oprating system.

The following table provides information about the JRE requirements to use the Embeddable client on the supported operating systems.
 

	Embeddable client
	Operating System
	Required JRE Version

	Java, C, .NET
	Windows 7

Windows 8

Windows XP SP2 and SP3

Windows Vista

Windows 2012
	IBM/Oracle JRE 1.7 or higher

	Java, C
	Linux: 
Ubuntu 12.04LTS

Ubuntu 10.04LTS
	IBM/Oracle JRE 1.7 or higher

	Java, C
	FreeBSD
	Open JDK

	Java, C
	OS 10.9.2
	Oracle JRE 1.7 or higher


IBM JRE is shipped with the embeddable client (under the JRE folder); however embeddable client is not dependent on the use of IBM JRE and will work with compatible version of Oracle JDK/JRE as well
3.1 Java Version

This section provides details regarding the Java version of the embeddable client.
3.1.1 Client Structure
The Java version of the embeddable client is packaged as an archive file called AS4-EmbeddableClient-Base-1.X.X.X. Please see the release notes in the Embeddable Client package for details regarding unarchiving this file. 

The folders and files in the AS4-EmbeddableClient-Base-1.X.X.X folder contain information and executable programs that are required to embed and use the embeddable client.

The following list provides details about the folders and files that are part of the client package:

	Folder
	File
	Description

	config
	
	Contains the jumpstart xml files, property files, and the Java keystore files.
Make sure that the config folder does not contain any malformed or excessively large XML files or XML files that are intended for some other application. The embeddable client reads every XML file in the config folder into memory, to determine the jumpstart XML file that must be processed and to determine the XML files that resulted from the jumpstart XML conversion. 

	
	Jumpstart Exchange Profiles
	The jumpstart configuration contains settings that are required to initiate and complete a transaction with a trading partner. The settings include:

· The exchange profile,
· Conformance policy, 
· Destination, 
· Certificates, and 
· Other configuration.
The profile information is required to transact with the trading partner.

The Jumstart exchange profiles will be published at SBR website. The ISVs should download these and add to the .\config folder.
For more information about jumpstart XML file, see the Jumpstart configuration overview topic in the documentation provided with the Embeddable Client Package.

	
	client.properties
	Contains information about the application that embeds the embeddable client. The information is passed to the trading partner through ebMS message properties. The information that is sent to the trading partner includes the name and version of the message service handler software and the vendor.

Note: Additionally, the following properties are passed to the trading partner:

- IBMMEIGClient - Always set to true, indicating that the request was generated from IBM Embeddable AS4 Client.

- IBMMEIGClientVersion - Provides information about the client version.

	
	commons-logging.properties
	This file is used by some Apache Java libraries that underlie the embeddable client. The file contains a directive to send all Apache library log output to the standard Java logging facility which is governed by the logging.properties file. Generally, users are not expected to modify this file. However, if there is a requirement to process the Apache library logs separately, then this file can be modified as required.

	
	logging.properties
	The file is used by the standard Java logging facility (java.util.logging) to control the logging levels for both event logging and audit logging.

	
	mainKeyStore.jks
	This is the embeddable client’s main keystore. It should contain the certificate chain of SBR. The certificate is used by the embeddable client to verify the signature of the response and receipt.

Please note that this keystore is different from and should not be confused with the MyGovID keystore which will contain the sender’s MyGovID.
The mainKeyStore.jks is essential for the proper functioning of the AS4 client. You must add the certificates that are used to verify response (received from the trading partner) to mainKeyStore.jks. The certificates can be root certificate authority (CA), intermediary CA, and public certificate that is provided by the trading partner. The certificate is also used to establish a TLS connection with the trading partner's HTTPS server.

After you download the AS4 Client, you must change the default password (change-immediately) of the mainKeyStore.jks. To change the password, you must use the Java keytool command. The keytool command is available with the JRE that is used to run the embeddable client. For more information about the keytool command, see http://docs.oracle.com/javase/tutorial/security/toolsign/rstep2.html.

	
	copyright.txt
	Contains copyright information about the embeddable client.

	
	license
	Contains the license information of the embeddable client.

	data
	
	Initially the “data” folder is a blank. When a BMS transacts with the trading partner, the embeddable client creates one or more temporary files that contain information about the packaged request and the response received from SBR.
Do not modify the temporary files and directories in the data folder. The format of the files and directories is proprietary and subject to change without a notice. Do not write code that relies on the contents of the data folder.

The AS4 Client uses the data directory that is provided or specified by the ISV application. As the data directory may contain potentially sensitive information, the ISV application must ensure that only appropriate users have access to it. The user who runs the ISV application must have read write access to the data directory.
Whenever the application embedding the AS4 Client is restarted, the contents of the data directory is deleted based on the settings of the Client.properties/DefaultDataCleanupThresholdInDays property. By default the value of the property is set to 3, which means that files within the data directory that were created earlier than 3 days from the day of restart are located and deleted. If there are lots of sub-directories in the data directory, this process may take some time.

	lib
	
	Contains the core jar files for the embeddable client that must be included in the class path of the ISV’s application.

	jre
	
	Contains IBM version of the Windows 32-bit and 64-bit Java Runtime Engines (JRE).

	Documentation
	
	Java Doc for the embeddable client API


Table 1: Structure for Embeddable Client Java Version
3.1.2 Class Descriptions

This section has the summary of key classes in the embeddable client JAVA API and their purpose.
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Figure 2: Class Diagram Embeddable Client Java API
	Class
	Purpose

	AS4ClientFactory
	Entry point for AS4 client development. Returns AS4Client objects. Only one AS4Client should be retrieved per JVM, and it should be used in a single threaded fashion.
The AS4Client created by this class follows the singleton pattern. If the method was previously invoked with the same configuration directory, the previously returned object will be returned again. Having more than one client instance per jvm is unsupported.
To access a different client configuration, the calling application is required to close() the existing AS4Client and then call getClient() anew.

	AS4Client
	AS4 Client interface to create messages, add and get P-Mode profiles, get MSH details, vendor and version. Implementations are available via static methods of the AS4ClientFactory class. 

The AS4Client object is created in a singleton pattern; you can only have one instance at a time (for a configuration directory) in the JVM and is thread safe.
The implementation of AS4Client returned by the getClient method of AS4ClientFactory is the entry point to the capabilities offered Embeddable Client.

	Profile
	Profile is a cohesive collection of configuration settings that control almost every aspect of how AS4 communication must be performed with the Trading Partner's AS4 server. Most but not all of these parameters correspond to the concept of AS4 Processing Mode Parameters. 
Profiles are created by calling AS4Client.getProfile and are used to create Requests that will then behave according to the configuration of the supplied Profile.

A Profile should be initialized properly and completely before it is used to create any Requests; attempting to change the configuration on a Profile while a Request has been created can lead to undefined behavior. 
The Profile can also be saved to an OutputStream for export.

The profile object is not thread safe and should only be used in the thread that created it.

	Request
	Represents a single Request that can be issued to the server, yielding a single Response. This object is returned by calling the AS4Client.createRequest method.
The request object is not thread safe and should only be used in the thread that created it.

	RequestMessage
	An interface that is the base for RequestUserMessage and RequestSignalMessage.

	RequestUserMessage
	Representation of the portion of the request that carries a UserMessage, including the payload and attachments contained therein.

	RequestSignalMessage
	Representation of the portion of the request that carries SignalMessages, specifically a PullRequest with optional selective pull criteria.

	RequestPart
	RequestPart is the holder of data sent by the end user that is to be carried in the AS4 request. Each RequestPart corresponds to an eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo element in the ebMS 3.0 specification and holds a contiguous series of bytes.

The UserMessage in a request may contain one or more RequestParts. These are set using the RequestUserMessage.setPayloadPart(), and RequestUserMessage.addAttachmentPart() methods.

	PullRequest
	Represents the parameters that can be specified for a selective pull request. Fields set will match corresponding header fields in the pulled message. If multiple criteria are selected, the selection will be the boolean conjunction (i.e. AND) of all criteria.

	Response
	Represents the response returned by the Trading Partner's AS4 server in reaction to the invocation of the Request.send() method on a Request object. It may hold a UserMessage and/or a list of SignalMessages

	ResponseUserMessage
	Representation of the portion of the response that carries a UserMessage, including the payload and attachments contained therein.

	ResponsePart
	Represents data in the response intended for the end user. Each ResponsePart corresponds to an
eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo element in the ebMS 3.0 specification and holds a contiguous series of bytes. The UserMessage in a response may contain one or more ResponseParts. These can be retrieved using the ResponseUserMessage.getPayload() and ResponseUserMessage.getAttachments() methods.

	AS4ClientException
	A checked exception thrown by the AS4 embeddable client implementation under various conditions (from various methods). This exception is also a base for several other AS4 embeddable client exceptions.

	AS4ClientEbMSException
	An exception that is thrown when a response is received from the Trading Partner's AS4 server that contains eb:Error elements. More precisely, this is thrown when such eb:Error elements indicate that the attempted Request has failed.


Table 2: Class Descriptions Embeddable Client Java API
3.1.3 Using the Embeddable Client

Some basic Java setup is required to use the embeddable client API.

3.1.3.1 JRE Configuration

The Java path on the BMS host machine must point to the appropriate JRE.

3.1.3.2 JAVA Class Path Configuration

To use the AS4 function, the embeddable client JAR must be set in the Java class path for the BMS host machine. 

To set embedded Client in the Java class path, complete the following steps:

1. Extract the archive file (AS4Client-Windows.zip) to a required location.

2. Specify the absolute path of the lib folder in the Java class path of application. For example, if you extracted the contents of AS4Client-Windows.zip folder to c:\ drive, then specify c:\AS4Client-Windows\lib\ in the Java class path.

3.1.3.3 Jumpstart Exchange Profiles

A jumpstart XML file contains settings that are required to initiate and complete a transaction with a trading partner. The settings include the exchange profile, conformance policy, destination, certificates, and other configuration. The jumpstart XML contains the elements that are enabled on the trading partner's system. For example, if signing is disabled for exchanges, the signing cert element is not included in the jumpstart XML.

More details about the structure and contents of these files are available in Chapter 10 (Java) and Chapter 8 (.NET) of the embeddable client’s product documentation provided as part of the SDK.  

The jumpstart xml files for the services offered by SBR ebMS3 are provided as part of the External Vendor Test Environment Conformance Suite. These exchange profiles should be copied as is in the “config” directory of embeddable client.
3.1.4 Embeddable Client API

The Javadoc for embeddable client API is provided under the documentation folder. 

This section outlines the high level flow in terms of API calls involved in realisation of SBR service invocation types as listed in SBR ebMS3 WIG.

3.1.4.1 Single-Sync-Chatty

As described in SBR ebMS3 WIG, the Single–Sync–Chatty invocation type involves BMS sending an ebMS request and receiving a response synchronously. This invocation type is implemented using the Two-Way/Sync MEP from the ebMS3 standard. 
Request Flow

Figure 3 ‘API Invocation Flow for Single-Sync-Chatty Request’ shows the high level flow for embeddable client API invocation involved in Single-Sync-Chatty Request.  Table 3 ‘Invocation Flow Description’ for Single-Sync-Chatty Request provides the details for these API calls.

[image: image4.emf]
Figure 3: API Invocation Flow for Single-Sync-Chatty Request
	Step
	API Call
	Description

	1
	AS4ClientFactory.getClient(Path,Path,String,Path)
	Getting a reference to an instance of the embeddable client: To get a reference to an instance of the embeddable client, call the getClient() method on the AS4ClientFactory class. This method takes as input:

· Path to the Config directory, and

· Path to the Data directory

· String representing the pass phrase for the embeddable client’s mainkeyStore.jks file.

· Path to the Audit directory:  the events that take place when a message is exchanged between the embeddable client and an AS4 server can be logged to a location as specified by this attribute. 

	2
	AS4Client.getProfile(String profileName)

	Exchange profile look up: To look up the exchange profile that is required to communicate with the appropriate server, call the getProfile() method on the client instance.

This method takes a String input, which must match the file name of the exchange profile XML that is in the “config” folder without the .xml extension. For example, if the name of the exchange profile XML file is AS4OutboundXPTwoWaySync.xml, specify AS4OutboundXPTwoWaySync as the profileName.

	3
	AS4Client.createRequest(Profile)
	Create a request: using the looked up exchange profile, call the createRequest(Profile) method on the client instance. The input to this method is the profile object retrieved in previous step.

	4
	Request.getUserMessage()
	Retrieve User Message from ebMS3 Request: From the Request object, call getUserMessage(). This method call will return the user message section of ebMS request.

	5
	RequestUserMessage.setActionName(String ActionName)

RequestUserMessage.setServiceName(String ServiceName)

RequestUserMessage.setConversationID(String ConversationID)
	Set ebMS3 CollaborationInfo header values: Invoke these methods on the request user message object, retrieved in last step to set corresponding values in the CollaborationInfo section of ebMS3 header. These methods take String values as input.

	6
	RequestUserMessage.setMessageProperty(String name, String value)
	Set ebMS3 MessageProperties header values: Invoke this method on the request user message object to set values in the MessageProperties section of ebMS3 header. This method takes as input a String value representing property name and a String value representing header value.

BMS should invoke this method multiple times to set following properties:

· ProductID
· BMS Vendor

· BMS Name

· BMS Version

These values are described in Section 3 of SBR ebMS3 WIG. 
For Online Service Provider (OSP) scenarios, the BMS also needs to send and additional message property with name “SoftwareSubscriptionId”, as discussed in ATO Common MIG.

	7
	RequestUserMessage.setSAMLToken(String SAMLToken)
	Set SAML Token: Invoke this operation on the UserMessage part of the Request object retrieved in step 4. This method call will set the SAML Token in the WSSE security header. 

The input is a String SAML Token value. This value must hold well-formed XML otherwise the client will throw an error.

The SAML token should be retrieved by BMS from the M2M Security Token Service (STS) using the ABR Security Token Manager API provided as part of the SDK.

	8
	RequestUserMessage.createPart()
	Create MIME Part: As discussed in section 4 of SBR ebMS3 WIG, Single requests should package business documents as separate MIME parts in the ebMS3 request. 

Invoke this operation on the RequestUserMessage object retrieved in step 4 to create an instance of RequestPart.

	9a
	RequestPart.setInputStream(InputStream inputStream)
	Set Part InputStream: Invoke this method on the part object created in last step to set the input stream that will be used to retrieve the data of this part. The BMS will be responsible for closing this stream after it has been read completely.

	9b
	RequestPart.setInputFile(String inputFileName)
	Set Input File Name: Invoke this method on the part object created in last step to set the input file name that will be used to retrieve the data of this part.

Either of 9a or 9b can be used for loading part data.

	10
	RequestPart.setContentID(String contentID)
	Set ContentID: Invoke this method on the part object retrieved in step 8 to set the ContentID header value for this part object.

	11
	RequestPart.setContentType(contentType)
	Set ContentType: Invoke this method on the part object retrieved in step 8 to set the ContentType header value for this part object e.g. “text/xml”.

	12
	RequestPart.setProperty(String name, String value)
	Set ebMS3 PayloadInfo.PartInfo/PartProperties header values: Invoke this method on the request part object created in step 8 to set values in the PartProperties section of ebMS3 header. This method takes as input a String value representing property name and a String value representing header value.

BMS should invoke this method multiple times to set following properties:

· PartID

· DocType

· AttachmentType

These values are described in Section 3 of SBR ebMS3 WIG.

	13
	RequestUserMessage.addAtatchmentPart(RequestPart)
	Add part to Request User Message: Invoke this method on the request user message created in step 4, to add the part object as a MIME part to this user message. This method will take as input a RequestPart object created in step 8.

	14a
	Request.setSigningCertificate(new KeyStore.PrivateKeyEntry(privateKey, certificateChain )
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input a java.security.KeyStore.PrivateKeyEntry object, which can be instantiated by the BMS using the java.Security.PrivateKey object and the java.Security.cert.Certificate [ ] array retrieved using the ABR AUSkey Manager API provided as part of the SDK.  

	14b
	Request.setSigningCertificate(byte[] pkcs12Data, String alias, String passphrase )
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input a:

· byte Array, which represents all the cryptographic details for the sender’s private key, including the certificate chain as a P12 byte array. 

· String value representing the certificate alias for the corresponding private key.

· String value representing the passphrase for MyGovID keystore.  
Either of 14a or 14b can be used for message signing.

	15
	Request.send()
	Send Request: Invoke this method on the request object created in step 3 to send the packaged ebMS3 request message to SBR ebMS3.


Table 3: Invocation Flow Description for Single-Sync-Chatty Request
Response Flow

Figure 4 ‘API Invocation Flow for Two-Way Sync Response’ shows the high level flow for embeddable client API invocation involved in Single-Sync-Chatty Response. The send() method will return a response object when the ebMS partner (SBR ebMS3) successfully sends back a response to the embeddable client, otherwise an exception is thrown.
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Figure 4: API Invocation Flow for Two-Way Sync Response
	API Call
	Description

	Response.getResponseUserMessage()
	To retrieve the user message portion of ebMS3 response. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy

	ResponseUserMessage.getResponsePayload()
	To retrieve response payload, An output stream must be provided as a parameter to where the payload must be written.

Note: All SBR ebMS3 interactions have empty payloads in request and response messages. 

	ResponseUserMessage.getAttachments()
	Returns an array of the ResponsePart class instance that contains an input stream which is used to read the attachment data. If the response has multiple attachments, a separate input stream is returned for each attachment.

	If an error occurs while transferring a message to SBR ebMS3 or when SBR ebMS3 is processing the message, appropriate exceptions are returned. The following types of exceptions are supported:

	AS4ClientEbMSException
	This exception is thrown for ebMS processing errors encountered when the trading partner is processing the received message.

	AS4ClientException
	This exception is thrown for errors that are encountered when transferring a message to the trading partner.


Table 4: Invocation Flow Description for Two-Way Sync Response

3.1.4.2 Batch-Async-Intermediate, Batch-Async-Delayed and Bulk-Async-Delayed
As described in SBR ebMS3 WIG, the Batch-Async-Intermediate, the Batch-Async-Delayed and the Bulk-Async-Delayed invocation types all follow the same sequence of interactions between the BMS and SBR ebMS3. These invocation types are realized using the One-Way Push MEP from the ebMS3 standard for the request flow and the One-Way Pull MEP from the ebMS3 standard for the response flow.
Request Flow

In terms of API invocation there is no difference between a Single-Chatty-Sync Request Flow and asynchronous Batch/Bulk Request flow. All the steps listed in Figure 3 ‘API Invocation Flow for Single-Sync-Chatty Request’ and their descriptions in Table 3 ‘Invocation Flow Description’ apply to the request flow for the Batch-Async-Intermediate, the Batch-Async-Delayed and the Bulk-Async-Delayed invocation types. 
The only differences are that a Batch/Bulk request (as per ATO Common MIG) will always have a single attachment so steps 8-13 should always be invoked once. Also, the response received in step 15 will be an ebMS3 receipt from the trading partner containing only the signal message portion.
Response Flow

The response flow for asynchronous Batch/Bulk requests is realized using the One-Way Pull MEP. Figure 5Table 5 ‘API Invocation Flow for Bulk/Batch Response’ shows the high level flow for embeddable client API invocation involved in Bulk/Batch response flow.   ‘Invocation Flow Description for Batch/Bulk Response’ provides the details for these API calls.
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Figure 5: API Invocation Flow for Bulk/Batch Response

	Step
	API Call
	Description

	1
	AS4ClientFactory.getClient(Path,Path,String,Path)
	Getting a reference to an instance of the embeddable client: To get a reference to an instance of the embeddable client, call the getClient() method on the AS4ClientFactory class. This method takes as input:

· Path to the Config directory, and

· Path to the Data directory

· String representing the pass phrase for the embeddable client’s mainkeyStore.jks file.

· Path to the Audit directory:  the events that take place when a message is exchanged between the embeddable client and an AS4 server can be logged to a location as specified by this attribute. 

	2
	AS4Client.getProfile(String profileName)
	Exchange profile look up: To look up the exchange profile that is required to communicate with the appropriate server, call the getProfile() method on the client instance.

This method takes a String input, which must match the file name of the exchange profile XML that is in the “config” folder without the .xml extension. For example, if the name of the exchange profile XML file is AS4OutboundXPTwoWaySync.xml, specify AS4OutboundXPTwoWaySync as the profileName.

	3
	AS4Client.createRequest(Profile)
	Create a request: using the looked up exchange profile, call the createRequest(Profile) method on the client instance. The input to this method is the profile object retrieved in previous step.

	4
	Request.getSignalMessage()
	Retrieve Signal Message from ebMS3 Request: From the Request object, call getSignalMessage(). This method call will return the signal message section of ebMS request.



	5
	RequestSignal.getPullRequest()
	Retrieve the pull request for this signal message: From the RequestSignal object call getPullRequest() method to retrieve the PullRequest object.

	6
	PullRequest.setRefToMessageId(String selectionID)
	Set selective pulling criteria: The input to this method is the message ID of original One-way Push request (Bulk/Batch Request flow). This will result in ebMS3 partner only sending back the responses which have ‘refToMessageId’ field in the ebMS3 header matching the ‘selectionID’ value.

	7
	RequestSignal.setSAMLToken(String token)
	Set SAML Token: Invoke this operation on the SignalMessage part of the Request object retrieved in step 4. This method call will set the SAML Token in the WSSE security header. 

The input is a String SAML Token value. This value must hold well-formed XML otherwise the client will throw an error.

The SAML token should be retrieved by BMS from the M2M Security Token Service (STS) using the ABR Security Token Manager API provided as part of the SDK.

	8a
	Request.setSigningCertificate(new KeyStore.PrivateKeyEntry(privateKey, certificateChain )
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input a java.security.KeyStore.PrivateKeyEntry object, which can be instantiated by the BMS using the java.Security.PrivateKey object and the java.Security.cert.Certificate [ ] array retrieved using the ABR AUSkey Manager API provided as part of the SDK.  

	8b
	Request.setSigningCertificate(byte[] pkcs12Data, String alias, String passphrase )
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input a:

· byte Array, which represents all the cryptographic details for the sender’s private key, including the certificate chain as a P12 byte array. 

· String value representing the certificate alias for the corresponding private key.

· String value representing the passphrase for MyGovID keystore.  
Either of 7a or 7b can be used for message signing.

	9
	Request.send()
	Send Request: Invoke this method on the request object created in step 3 to send the packaged ebMS3 request message to SBR ebMS3.

	10
	Response.getUserMessage()
	To retrieve the user message portion of ebMS3 response. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy

	11
	ResponseUserMessage.getAttachments()
	Retrieve attachments in the response. Invoke this method on the ResponseUserMessage object retrieved in step 10 to get an Array of ResponsePart objects.  As per Ato Common MIG, there can only be one attachment in the bulk/batch response. 

	12
	ResponsePart.getInputStream()
	Retrieve the input stream for this response part. This input stream should be read to extract the response data for this part. The caller of this method will be responsible for calling InputStream.close() on this stream after it has been consumed. It is recommended that this be done in a finally block. 

This method should not be used in combination with writeToFile(String) on a single object.

	13
	ResponsePart.writeToFile(String)
	Wrapper around getInputStream, so that the response data for this part can be extracted from the InputStream and written to a File, where the filename is specified by the caller This method should not be used in combination with getInputStream() on a single object.

	14
	ResponsePart.getProperties()
	Retrieve all attachment properties in the eb:PartInfo/eb:Properties section of ebMS3 header by calling this method on the ResponsePart object.


Table 5: Invocation Flow Description for Batch/Bulk Response

3.1.4.3 Single-Async-Chatty

As described in SBR ebMS3 WIG, the Single–Async–Chatty invocation type involves BMS sending an ebMS push request and retrieving a response asynchronously via ebMS pull at a later time. The BMS must wait for at least the specified SLA response time for the service-action being invoked before polling for the response message. This invocation type is implemented using the Two-Way/Push-and-Pull MEP from the ebMS3 standard.
Request Flow

In terms of API invocation there is no difference between a Single-Sync-Chatty Request Flow and Single-Async-Chatty Request flow. All the steps listed in Figure 3 ‘API Invocation Flow for Single-Sync-Chatty Request’ and their descriptions in Table 3 ‘Invocation Flow Description’ apply to the request flow for this invocation type. 
The only difference is that the response received in step 15 will be an ebMS3 receipt from the trading partner containing only the signal message portion.
Response Flow

The response flow for Single-Async-Chatty requests is realized using the Pull part of the Two-Way/Push-and-Pull MEP. Figure 5 shows the high level flow for embeddable client API invocation involved in this response flow.  Table 5 provides the details for these API calls.
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Figure 6: API Invocation Flow for Single-Async-Chatty Response

	Step
	API Call
	Description

	1
	Response.followUp()
	Initialise pull request: Returns a subordinate Pull Request object to be used to follow up on the Push Request from which this Response originated. 

The Pull Request object that's returned is initialized just the same way as the original Push Request had been (for instance, it behaves as if the same setters were called on it as were called on the original Push Request). 

The profile that the returned Pull Request will use is the one that the original Push Request was created with. The Pull Request returned from followUp() must be used from the very thread that initialized the original Push Request from which it was derived.

This method returns null for all MEPs except Two Way Push and Pull. 

	2
	Request.send()
	Send Request: Invoke this method on the request object created in step 1 to send the packaged ebMS3 request message to SBR ebMS3.

	3
	Response.getUserMessage()
	To retrieve the user message portion of ebMS3 response. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy

	4
	ResponseUserMessage.getAttachments()
	Retrieve attachments in the response. Returns an array of the ResponsePart class instance that contains an input stream which is used to read the attachment data. If the response has multiple attachments, a separate input stream is returned for each attachment.

	5a
	ResponsePart.getInputStream()
	Retrieve the input stream for this response part. This input stream should be read to extract the response data for this part. The caller of this method will be responsible for calling InputStream.close() on this stream after it has been consumed. It is recommended that this be done in a finally block. 

This method should not be used in combination with writeToFile(String) on a single object.

	5b
	ResponsePart.writeToFile(String)
	Wrapper around getInputStream, so that the response data for this part can be extracted from the InputStream and written to a File, where the filename is specified by the caller This method should not be used in combination with getInputStream() on a single object.

	6
	ResponsePart.getProperties()
	Retrieve all attachment properties in the eb:PartInfo/eb:Properties section of ebMS3 header by calling this method on the ResponsePart object.


Table 6: Invocation Flow Description for Single-Async-Chatty Response

3.2 .NET Version

The .NET version of the embeddable client is built on top of the JAVA version using the Java Native Interface (JNI)

3.2.1 Prerequisite Software

The prerequisite software for .NET version of embeddable client is:

· Windows 7 / Windows 8 / Windows XP SP2 or SP3 / Windows Vista/ Windows 2012
· Microsoft .NET Framework version 3.5 and above
· Microsoft Visual C++ 2008 Redistributable Package (x64)

· Java version of the embeddable client 
3.2.2 Client Structure

The .NET version of embeddable client requires two package files:

	File
	Description

	AS4-EmbeddableClient-Base-1.0.0.X.zip
	The Java™ API package

	AS4-DOTNET_Client-Windows_x64-1.0.0.X.zip, or
AS4-DOTNET_Client-Windows_x86-1.0.0.X.zip
	The .NET API package.


For the embeddable client to function properly, you must install the prerequisite software and download and extract the embeddable client Java API and .NET API packages. Both these packages must be extracted under the same folder to get the right directory structure. 

The Java API package includes a JRE that must also be extracted. Once both the above mentioned packages have been extracted it will result in a directory structure similar to Table 1. The only addition is a new directory named DotNet.  

The following list provides details about the folders and files that are part of the DotNet folder:

	Folder
	File
	Description

	DotNet
	
	

	
	AS4Client.dll
	The .dll that the BMS will communicate with.

	
	AS4ClientCpp_JNI.dll
	The .dll that communicates with the Java classes.

	
	AS4ClientDotNet.chm
	API Documentation for the .NET version.


Table 7: Structure for Embeddable Client .NET Version

3.2.3 Class Descriptions

This section has the summary of key classes in the embeddable client .NET API and their purpose.
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Figure 7: Class Diagram Embeddable Client .NET API
	Class
	Purpose

	AS4ClientFactory
	Entry point for AS4 client development. Returns AS4Client objects. Only one AS4Client should be retrieved per JVM, and it should be used in a single threaded fashion.
The AS4Client created by this class follows the singleton pattern. If the method was previously invoked with the same configuration directory, the previously returned object will be returned again. Having more than one client instance per jvm is unsupported.
To access a different client configuration, the calling application is required to close() the existing AS4Client and then call getClient() anew.

	AS4Client
	AS4 Client interface to create messages, add and get P-Mode profiles, get MSH details, vendor and version. Implementations are available via static methods of the AS4ClientFactory class. 

The AS4Client object is created in a singleton pattern; you can only have one instance at a time (for a configuration directory) in the JVM and is thread safe.
The implementation of AS4Client returned by the getClient method of AS4ClientFactory is the entry point to the capabilities offered Embeddable Client.

	Profile
	Profile is a cohesive collection of configuration settings that control almost every aspect of how AS4 communication must be performed with the Trading Partner's AS4 server. Most but not all of these parameters correspond to the concept of AS4 Processing Mode Parameters. 
Profiles are created by calling AS4Client.getProfile and are used to create Requests that will then behave according to the configuration of the supplied Profile.

A Profile should be initialized properly and completely before it is used to create any Requests; attempting to change the configuration on a Profile while a Request has been created can lead to undefined behavior. 
The Profile can also be saved to an OutputStream for export.

The profile object is not thread safe and should only be used in the thread that created it.

	Request
	Represents a single Request that can be issued to the server, yielding a single Response. This object is returned by calling the AS4Client.createRequest method.
The request object is not thread safe and should only be used in the thread that created it.

	RequestMessage
	An interface that is the base for RequestUserMessage and RequestSignalMessage.

	RequestUserMessage
	Representation of the portion of the request that carries a UserMessage, including the payload and attachments contained therein.

	RequestSignalMessage
	Representation of the portion of the request that carries SignalMessages, specifically a PullRequest with optional selective pull criteria.

	RequestPart
	RequestPart is the holder of data sent by the end user that is to be carried in the AS4 request. Each RequestPart corresponds to an eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo element in the ebMS 3.0 specification and holds a contiguous series of bytes.

The UserMessage in a request may contain one or more RequestParts. These are set using the RequestUserMessage.setPayloadPart(), and RequestUserMessage.addAttachmentPart() methods.

	PullRequest
	Represents the parameters that can be specified for a selective pull request. Fields set will match corresponding header fields in the pulled message. If multiple criteria are selected, the selection will be the boolean conjunction (i.e. AND) of all criteria.

	Response
	Represents the response returned by the Trading Partner's AS4 server in reaction to the invocation of the Request.send() method on a Request object. It may hold a UserMessage and/or a list of SignalMessages

	ResponseUserMessage
	Representation of the portion of the response that carries a UserMessage, including the payload and attachments contained therein.

	ResponsePart
	Represents data in the response intended for the end user. Each ResponsePart corresponds to an
eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo element in the ebMS 3.0 specification and holds a contiguous series of bytes. The UserMessage in a response may contain one or more ResponseParts. These can be retrieved using the ResponseUserMessage.getPayload() and ResponseUserMessage.getAttachments() methods.

	AS4ClientException
	A checked exception thrown by the AS4 embeddable client implementation under various conditions (from various methods). This exception is also a base for several other AS4 embeddable client exceptions.

	AS4ClientEbMSException
	An exception that is thrown when a response is received from the Trading Partner's AS4 server that contains eb:Error elements. More precisely, this is thrown when such eb:Error elements indicate that the attempted Request has failed.


Table 8:  Class Descriptions Embeddable Client DotNet API
3.2.4 Using the Embeddable Client

For the embeddable client to function correctly, following environment variables should be configured:

AS4CLIENT_HOME: Location where the Java and .NET packages are extracted. 

JRE_HOME: Location where the JRE is located.

3.2.5 Embeddable Client API

This section outlines the high level flow in terms of API calls involved in different message exchange patterns.

3.2.5.1 Single-Sync-Chatty

As described in SBR ebMS3 WIG, the Single–Sync–Chatty invocation type involves BMS sending an ebMS request and receiving a response synchronously. This invocation type is implemented using the Two-Way/Sync MEP from the ebMS3 standard.
Request Flow

Figure 8Table 9 shows the high level flow for embeddable client API invocation involved in Two-Way Sync Request.   provides the details for these API calls.
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Figure 8: API Invocation Flow for Single-Sync-Chatty Request
	Step
	API Call
	Description

	1
	AS4ClientFactory.getClient(string,string,string,string)
	Getting a reference to an instance of the embeddable client: To get a reference to an instance of the embeddable client, call the getClient() method on the AS4ClientFactory class. This method takes as input:

· String representing the path to Config directory

· String representing the path to Data directory

· String representing the pass phrase for the embeddable client’s mainKeyStore.jks file.

· String representing the path to audit directory.

	2
	AS4Client.getProfile(string profileName)
	Exchange profile look up: To look up the exchange profile that is required to communicate with the appropriate server, call the getProfile() method on the client instance.

This method takes a String input, which must match the file name of the exchange profile XML that is in the “config” folder without the .xml extension. For example, if the name of the exchange profile XML file is TwoWaySync.xml, specify TwoWaySync as the profileName.

	3
	AS4Client.createRequest(Profile)
	Create a request: using the looked up exchange profile, call the createRequest(Profile) method on the client instance. The input to this method is the profile object retrieved in previous step.

	4
	Request.getUserMessage()
	Retrieve User Message from ebMS3 Request: From the Request object, call getUserMessage(). This method call will return the user message section of ebMS request.

	5
	RequestUserMessage.setActionName(string ActionName)

RequestUserMessage.setService(String ServiceName, String ServiceType)

RequestUserMessage.setConversationID(string ConversationID)
	Set ebMS3 CollaborationInfo header values: Invoke these methods on the request user message object, retrieved in last step to set corresponding values in the CollaborationInfo section of ebMS3 header. These methods take string values as input.

The ServiceType parameter in setService operation is optional (This will be set to null as ATO MSH doesn’t use service type)

	6
	RequestUserMessage.setMessageProperty(string property, string value)
	Set ebMS3 MessageProperties header values: Invoke this method on the request user message object to set values in the MessageProperties section of ebMS3 header. This method takes as input a string value representing property name and a string value representing header value.

BMS should invoke this method multiple times to set following properties:

· ProductID
· BMS Vendor

· BMS Name

· BMS Version

These values are described in Section 3 of the SBR ebMS3 WIG. 
For Online Service Provider (OSP) scenarios, the BMS also needs to send and additional message property with name “SoftwareSubscriptionId”, as discussed in ATO Common MIG.

	7
	RequestUserMessage.setSAMLToken(string token)
	Set SAML Token: Invoke this operation on the UserMessage part of the Request object retrieved in step 4. This method call will set the SAML Token in the WSSE security header. 

The input is a String SAML Token value. This value must hold well-formed XML otherwise the client will throw an error.

This value should be retrieved by BMS from the M2M Security Token Service (STS) using the ABR Security Token Manager API provided as part of the SDK.

	8
	RequestUserMessage.createPart()
	Create MIME Part: As discussed in section 4 of SBR ebMS WIG, Single requests should package business documents as separate MIME parts in the ebMS3 request. 

Invoke this operation on the RequestUserMessage object retrieved in step 4 to create an instance of RequestPart.

	9a
	RequestPart.setInputFile(string inputFilename)
	Set Part File Name: Invoke this method on the part object created in last step to specify the file name that will be used to retrieve the data for this part.

	9b
	RequestPart.setData(string contentData)
	Set Part Data: Invoke this method on the part object created in last step to set the part data from the string value passed as an input argument.

Use either of 9a or 9b to set part data.

* This method has been tested by IBM labs to successfully send up to 20MB of data. Testing with larger data set is under progress.

	10
	RequestPart.setContentID(string contentID)
	Set ContentID: Invoke this method on the part object retrieved in step 8 to set the ContentID header value for this part object.

	11
	RequestPart.setContentType(string contentType)
	Set ContentType: Invoke this method on the part object retrieved in step 8 to set the ContentType header value for this part object e.g. “text/xml”.

	12
	RequestPart.setProperty(string name, string value)
	Set ebMS3 PayloadInfo.PartInfo/PartProperties header values: Invoke this method on the request part object created in step 8 to set values in the PartProperties section of ebMS3 header. This method takes as input a string value representing property name and a string value representing header value.

BMS should invoke this method multiple times to set following properties:

· PartID

· DocType

· AttachmentType

These values are described in Section 3 of the SBR ebMS3 WIG.

	13
	RequestUserMessage.addAttachmentPart(RequestPart attachmentPart)
	Add part to Request User Message: Invoke this method on the request user message created in step 4, to add the part object as a MIME part to this user message. This method will take as input RequestPart object created in step 8.

	14
	Request.setSigningCertificate(byte[] pkcs12Data, string alias, string passphrase)
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input:

· byte Array, which represents all the cryptographic details for the sender’s private key, including the certificate chain as a P12 byte array. This byte array can be retrieved by calling the AbrKeyStore.GetPrivateKeyAsP12ByteArray method in the ABR AUSkey Manager (IMClient Keystore API).

· string value representing the certificate alias for the corresponding private key. Since the pkcs12Data has cryptographic details corresponding to a single certificate alias, therefore this value should be set to null.

· string value representing the passphrase for MyGovID keystore.      

	15
	Request.send()
	Send Request: Invoke this method on the request object created in step 3 to send the packaged ebMS3 request message to the SBR ebMS3.


Table 9: Invocation Flow Description for Single-Sync-Chatty Request
Response Flow

Figure 9 shows the high level flow for embeddable client API invocation involved in Two-Way Sync Response.

The send() method will return a response object when the ebMS partner (SBR Core) successfully sends back a response to the embeddable client, otherwise an exception is thrown.
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Figure 9: API Invocation Flow for Two-Way Sync Response
	API Call
	Description

	Response.getUserMessage()
	To Receive a response from the trading partner: for a user message. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy

	ResponseUserMessage.getPayload()
	To retrieve response payload, call this method on the ResponseUserMessage to retrieve a ResponsePart object

Note: All ELS2SBR interactions have empty payloads in request and response messages. 

	ResponseUserMessage.getAttachments()
	Get all attachments of the response as parts, this method with return a list of ResponsePart objects.

The embeddable client API provides methods to retrieve various ebMS3 header values for the response part and also to save the part content to a file.   

	If an error occurs while transferring a message to SBR Core or when SBR Core is processing the message, appropriate exceptions are returned. The following types of exceptions are supported:

	AS4ClientEbMSException
	This exception is thrown for ebMS processing errors encountered when the trading partner is processing the received message.

	AS4ClientException
	This exception is thrown for errors that are encountered when transferring a message to the trading partner.


Table 10: Invocation Flow Description for Single-Sync-Chatty Response

3.2.5.2 Batch-Async-Intermediate, Batch-Async-Delayed and Bulk-Async-Delayed
As described in SBR ebMS3 WIG, the Batch-Async-Intermediate, the Batch-Async-Delayed and the Bulk-Async-Delayed invocation types all follow the same sequence of interactions between the BMS and SBR ebMS3. These invocation types are realized using the One-Way Push MEP from the ebMS3 standard for the request flow and the One-Way Pull MEP from the ebMS3 standard for the response flow.
Request Flow

In terms of API invocation there is no difference between a Single-Chatty-Sync Request Flow and asynchronous Batch/Bulk Request flow. All the steps listed in Figure 8 and their descriptions in Table 9 apply to the request flow for the Batch-Async-Intermediate, the Batch-Async-Delayed and the Bulk-Async-Delayed invocation types. 
The only differences are that a Batch/Bulk request (as per ATO Common MIG) will always have a single attachment so steps 8-13 should always be invoked once. Also, the response received in step 15 will be an ebMS3 receipt from the trading partner containing only the signal message portion.
Response Flow

The response flow for asynchronous Batch/Bulk requests is realized using the One-Way Pull MEP. Figure 10 shows the high level flow for embeddable client API invocation involved in Bulk/Batch response flow.  Table 11 provides the details for these API calls.
[image: image11.png]2 s

] asicientractory

S sacient

 rofie

] Request

] Requestsignaliessage

 pulequest

] Responae

] ResponseUsenmieszage

£ Responzerart

nfigDi: sting, dataDt tring maineyStorePassphrase  sing, il string): ASACent

% getcient
|

2: getProfile (profileliame :string ) : Profile

ElaesiEieaue protieZ ol [ equest

# getignaMessage ) : RequestsignalMessage

|
|
|
|
|
f
s aetulReauest () Pueadst
I

6 setSAMLTOKen (token  strifg)

1!

) seRefTomessagetd freffoMessagea : sthing)

B setsgningCertlae pkes12Dat  byte ) as  srng, passphrase sting) |

513end (): Response

i

200 getUserMessage () ResponseUserMessage

11: gethttachments () : List

U

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
i

12: witeToFile filename :string )

13:getData ) :string

T 14 getProperties (1 - Dictionary





Figure 10: API Invocation Flow for Batch/Bulk Response
	Step
	API Call
	Description

	1
	AS4ClientFactory.getClient(string,string,string,string)
	Getting a reference to an instance of the embeddable client: To get a reference to an instance of the embeddable client, call the getClient() method on the AS4ClientFactory class. This method takes as input:

· String representing the path to Config directory

· String representing the path to Data directory

· String representing the pass phrase for the embeddable client’s mainKeyStore.jks file.

· String representing the path to audit directory.

	2
	AS4Client.getProfile(string profileName)
	Exchange profile look up: To look up the exchange profile that is required to communicate with the appropriate server, call the getProfile() method on the client instance.

This method takes a String input, which must match the file name of the exchange profile XML that is in the “config” folder without the .xml extension. For example, if the name of the exchange profile XML file is TwoWaySync.xml, specify TwoWaySync as the profileName.

	3
	AS4Client.createRequest(Profile)
	Create a request: using the looked up exchange profile, call the createRequest(Profile) method on the client instance. The input to this method is the profile object retrieved in previous step.

	4
	Request.getSignalMessage()
	Retrieve Signal Message from ebMS3 Request: From the Request object, call getSignalMessage(). This method call will return the signal message section of ebMS request.

	5
	RequestSignalMessage.getPullRequest()
	Retrieve the pull request for this signal message: From the RequestSignalMessage object call getPullRequest() method to retrieve the PullRequest object.

	6
	RequestSignalMessage.SetSAMLToken(String token)
	Set SAML Token: Invoke this operation on the SignalMessage part of the Request object retrieved in step 4. This method call will set the SAML Token in the WSSE security header. 

The input is a String SAML Token value. This value must hold well-formed XML otherwise the client will throw an error.

This value should be retrieved by BMS from the M2M Security Token Service (STS) using the ABR Security Token Manager API provided as part of the SDK.

	7
	PullRequest.setRefToMessageId(String selectionID)
	Set selective pulling criteria: The input to this method is the message ID of original One-way Push request (Bulk/Batch Request flow). This will result in ebMS3 partner only sending back the responses which have ‘refToMessageId’ field in the ebMS3 header matching the ‘selectionID’ value.

	8
	Request.setSigningCertificate(byte[] pkcs12Data, string alias, string passphrase)
	Sign the message: Invoke this operation on the Request object retrieved in step 3 to add message signature to the WSSE security header. 

This method takes as input:

· byte Array, which represents all the cryptographic details for the sender’s private key, including the certificate chain as a P12 byte array. This byte array can be retrieved by calling the AbrKeyStore.GetPrivateKeyAsP12ByteArray method in the ABR AUSkey Manager (IMClient Keystore API).

· string value representing the certificate alias for the corresponding private key. Since the pkcs12Data has cryptographic details corresponding to a single certificate alias, therefore this value should be set to null.

· string value representing the passphrase for MyGovID keystore.      

	9
	Request.send()
	Send Request: Invoke this method on the request object created in step 3 to send the packaged ebMS3 request message to SBR ebMS3.

	10
	Response.getUserMessage()
	To retrieve the user message portion of ebMS3 response. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy.

	11
	ResponseUserMessage.getAttachments()
	Retrieve attachments in the response. Invoke this method on the ResponseUserMessage object retrieved in step 10 to get a List of ResponsePart objects.  As per Ato Common MIG, there can only be one attachment in the bulk/batch response. 

	12a
	ResponsePart.writeToFile(String)
	Write ResponsePart data to file.

	12b
	ResponsePart.getData()
	Retrieve part data: by invoking this method on the part object. This method will return a string containing part data.

Use either of 12a or 12b to retrieve part data.

* This method has been tested by IBM labs to successfully retrieve up to 20MB of data. Testing with larger data set is under progress.

	13
	ResponsePart.getProperties()
	Retrieve all attachment properties in the eb:PartInfo/eb:Properties section of ebMS3 header by calling this method on the ResponsePart object.


Table 11: Invocation flow description for Batch/Bulk Response

3.2.5.3 Single Async-Chatty

As described in SBR ebMS3 WIG, the Single–Async–Chatty invocation type involves BMS sending an ebMS push request and retrieving a response asynchronously via ebMS pull at a later time. The BMS must wait for at least the specified SLA response time for the service-action being invoked before polling for the response message. This invocation type is implemented using the Two-Way/Push-and-Pull MEP from the ebMS3 standard. 
Request Flow

In terms of API invocation there is no difference between a Single-Sync-Chatty Request Flow and Single-Async-Chatty Request flow. All the steps listed in Figure 8 and their descriptions in Table 9 apply to the request flow for this invocation type. 
The only difference is that the response received in step 15 will be an ebMS3 receipt from the trading partner containing only the signal message portion.

Response Flow

The response flow for Single-Async-Chatty requests is realized using the Pull part of the Two-Way/Push-and-Pull MEP.  Figure 11 shows the high level flow for embeddable client API invocation involved in this response flow. Table 12 provides the details for these API calls.
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Figure 11: API Invocation Flow for Single-Async-Chatty Response
	Step
	API Call
	Description

	1
	Response.FollowUp()
	Initialise pull request: Returns a subordinate Pull Request object to be used to follow up on the Push Request from which this Response originated. 

The Pull Request object that's returned is initialized just the same way as the original Push Request had been (for instance, it behaves as if the same setters were called on it as were called on the original Push Request). 

The profile that the returned Pull Request will use is the one that the original Push Request was created with. The Pull Request returned from followUp() must be used from the very thread that initialized the original Push Request from which it was derived.

This method returns null for all MEPs except Two Way Push and Pull. 

	2
	Request.send()
	Send Request: Invoke this method on the request object created in step 1 to send the packaged ebMS3 request message to SBR ebMS3.

	3
	Response.getUserMessage()
	To retrieve the user message portion of ebMS3 response. If a response is received from the trading partner, the response is processed according to the configuration of the message exchange profile and the conformance policy.

	4
	ResponseUserMessage.getAttachments()
	Retrieve attachments in the response. Invoke this method on the ResponseUserMessage object retrieved in step 3 to get a List of ResponsePart objects.  

	5a
	ResponsePart.writeToFile(String)
	Write ResponsePart data to file.

	5b
	ResponsePart.getData()
	Retrieve part data: by invoking this method on the part object. This method will return a string containing part data.

Use either of 5a or 5b to retrieve part data.

* This method has been tested by IBM labs to successfully retrieve up to 20MB of data. Testing with larger data set is under progress.

	6
	ResponsePart.getProperties()
	Retrieve all attachment properties in the eb:PartInfo/eb:Properties section of ebMS3 header by calling this method on the ResponsePart object.


Table 12: Invocation Flow Description for Single-Async-Chatty Response
3.2.6 Inbound Super Services

3.2.6.1 SR16 Services

Added locationInstanceId and Schema command line parameters to SuperGateway SR16 services in the.bat file

3.2.6.2 SR17 Services

Sender ABN, Sequence Number has been added to the .bat file. Conversation Id is updated for SR17 Inbound services. RecordCount has been added as a new Part Property. TargetABN, TargetUniqueSuperannuationIdentifier, SourceABN, SourceUniqueSuperannuationIdentifier will also appear under Part Properties. The New Ref Client version will be 1.0.0.3.6.2_SuperGateway for SR17 Inbound services.
4. Reference client

The SBR Reference Client is aimed at giving Software Developers an example of how to connect to the SBR ebMS3 using the SDK components provided by SBR.  It demonstrates how to interact with an M2M store, use a credential from the store to call the M2M Security Token Service, package bulk/batch requests, submit requests and interpret the responses received.
The Reference Client is provided as an example only.  The Reference Client is included in the SDK to provide an example implementation of the components and APIs provided in the SDK. The Reference Client provides a guide for how software developers could use these in their developed products.  The Reference Client is not supported for production use.  It is not intended that the Reference Client be used by software developers for use with or embedded in their developed products.  Ongoing support for the Reference Client and inclusion of the Reference Client in future SDK versions is not guaranteed.
4.1 Features

This version of the SBR Reference Client demonstrates the following aspects 

· ABR AUSkey Manager (IMClient Keystore API) to access stored credentials

· ABR Security Token Manager API to connect to the Secure Token Service

· Embeddable Client API usage to connect to SBR ebMS3
· Package Bulk XBRL/XML Payloads

It also demonstrates the Error management techniques detailed in the SBR ebMS3 WIG.

4.2 Forms Included in the SBR Reference Client

The SBR Reference Client contains Form information for a small subset of SBR Forms which are available for Software Developer testing. The set of forms included with the SBR Reference Client is an example only and is not intended to be a complete list of available forms.

As the Form metadata included with the SBR Reference Client represents a subset of the form versions supported at the time of release, and as the forms and their versions evolve over time, it is recommended that developers contact the SBR testing team to check whether specific forms are still current and hence available for testing.

The values defined in the forms metadata may change with Agency updates so the values provided in the SBR Reference Client should be checked against the current MIGs and Conformance Suites prior to use.

5. Message Packaging Examples

5.1 Java API

This section provides code samples to invoke embeddable client Java API for the invocation types supported by SBR.

5.1.1 Singe-Sync-Chatty 

5.1.1.1 Request

The code sample below shows an example for packaging a synchronous request to lodge a CTR form with one IEE schedule.

Step 1: Get an instance of the AS4Client, using the AS4ClientFactory which is the entry point for AS4 client development.
	// Create AS4Client Instance
AS4Client client = AS4ClientFactory.getClient(configDir, dataDir, mainKeyStorePassPhrase, auditDir);


The getClient() method has following signature:

	Parameter
	Type
	Description

	configDir
	Input
	Either the Path object or the location for the configuration directory.

	dataDir
	Input
	Either the Path object or the location for the data directory.

	mainKeyStorePassPhrase
	Input
	String representing the pass phrase for the embeddable client’s main key store.

Please note that mainkeystore is different from and should not be confused with the MyGovID keystore which will contain the sender’s MyGovID.

	auditDir
	Input
	Either the Path object or the location for the audit directory. The choice of Path/Location should be same for configDir, dataDir and auditDir parameters.

	AS4Client
	Return
	The method creates and returns the instance of AS4Client if necessary.  


Step 2: Create an ebMS Profile object.

	// Retrieve profile information using the file name for the exchange profile
Profile profile = client.getProfile(profileName);


The getProfile()  method has following signature.

	Parameter
	Type
	Description

	profileName
	Input
	String representing the name of the XML configuration file for the required exchange profile. The file name should be specified without the .xml extension. 

	Profile
	Return
	The method will look for the input XML file under the config directory specified while creating the client object. If the file exists a Profile object will be created and returned based on the loaded configuration.


Step 3: Create an instance of the request object

	// Create an instance of ebMS3 request using the Profile Object
Request request = client.createRequest(profile);


The createRequest method has following signature.

	Parameter
	Type
	Description

	profile
	Input
	Profile object created in step 2. 

	request
	Return
	An object of type Request.

Throws AS4ClientException, if the profile is not previously loaded in the client using the getProfile() method.


Step 4: Retrieve the ebMS user message from ebMS request created in previous step.

	// Retrieve the UserMessage element from the ebMS3 request
RequestUserMessage requestUserMessage = request.getUserMessage();


The getUserMessage() has following signature.

	Parameter
	Type
	Description

	requestUserMessage
	Return
	An object of type RequestUserMessage.


Step 5: Populate the eb:CollaborationInfo header, see ATO Common MIG for details regarding ebMS headers and values.

	// Set ebMS3 header values for the CollaborationInfo node
// Set Action Name
requestUserMessage.setActionName("Submit.005.00");
// Set Service Name
requestUserMessage.setServiceName("http://sbr.gov.au/ato/ctr/2014");
// Set conversation ID
requestUserMessage.setConversationId(GLOBALY_UNIQUE_IDENTIFIER);


The signature for these methods is explained below:

	Operation
	Parameter Type
	Parameter Value

	setActionName
	String
	Set to one of [List, Get, Validate, Lodge] concatenated with "Action.nnn.nn" where: 

· nnn.nn is the version number of the ATO interaction (Service-Action) that is sought to be invoked by the BMS.

	setServiceName
	String
	Form or business obligation name.

	setConversationID
	String
	Set to value generated by BMS which must be a unique
Sequence Number within the User organisation submitting the request identified by the PartyId


Step 6: Populate the eb:MessageProperties header, see ATO Common MIG for details regarding ebMS headers and values.
	// Set ebMS3 header values for the MessageProperties Node
// Set Product ID
requestUserMessage.setMessageProperty("ProductID", "987");
// Set BMS Vendor
requestUserMessage.setMessageProperty("BMS Vendor", "XYZ");
// Set BMS Name
requestUserMessage.setMessageProperty("BMS Name", "XYZ BMS");
// Set BMS Version
requestUserMessage.setMessageProperty("BMS Version", "05.00.01");

// Optionally for Online Service Provider scenario set Software Subscription ID

requestUserMessage.setMessageProperty("SoftwareSubscriptionId", "0120520319");


The above methods will take as input Name/Value pairs which are String values.

Step 7: Set the SAML token in the wsse security header, see the SBR ebMS3 WIG for details regarding SAML token.

	// Set Request SAML Token
requestUserMessage.setSAMLToken("[Encrypted_Token_Retrieved]");


The setSAMLToken takes as input a String value which will be the encrypted SAML token obtained from M2M.

Step 8: Create MIME part for the CTR base form, see ATO Common MIG for more details on packaging synchronous single requests.

The creation of XBRL document is out of the scope of this developer guide and it assumes that XBRL documents for CTR base form and schedules are available as separate .XML files.

The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("text/xml");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see section 4.3.5  in the SBR ebMS3 WIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:ctr_0023");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	String
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see section 4.3.5  in the SBR ebMS3 WIG for more details on eb:PartProperties

	// Set PartProperties header values
attachmentPart.setProperty("PartID", "ctr-base-2014");
attachmentPart.setProperty("DocumentName", "CTR");
attachmentPart.setProperty("DocumentType", "Base");


The setProperty() method takes as input String Name/Value pairs.

	Name
	Value

	PartID
	Unique identifier within this message for this payload part (which will allow the BMS to match a payload part specific response with the corresponding request payload part).

	DocumentName
	Set to the "Business Name" of the type of document contained in the MIME Part.

e.g. in case of ATO as the relevant agency, CTR or "NIPSS"

	DocumentType
	Describes the message packaging used to transport the business document/s.

Set to "Base" if this Property is for a Base form.

Set to "Schedule" if this Property is for a Schedule to a Base form.


e) Load Part Content
Load the actual content into the MIME part; this is done via loading the XBRL document as an XML file using a FileInputStream

	// Load Part Content
FileInputStream attachmentFileInputStream = new   FileInputStream("[PATH_TO_THE_XBRL_FILE");
attachmentPart.setInputStream(attachmentFileInputStream);


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


Step 8: Add one IEE Schedule

	// Add CTR Schedule # 1
attachmentPart = requestUserMessage.createPart();
attachmentPart.setContentID("cid:ctr_0012_iee");
attachmentPart.setContentType("text/xml");
attachmentPart.setProperty("PartID", "ctr-iee-1");
attachmentPart.setProperty("DocumentName", "IEE");
attachmentPart.setProperty("DocumentType", "Schedule");
FileInputStream attachmentFileInputStreamSch1 = new FileInputStream("[PATH_TO_XBRL_CONTENT”");
attachmentPart.setInputStream(attachmentFileInputStreamSch1);
requestUserMessage.addAttachmentPart(attachmentPart);


The above code is similar to what is explained in Step 7. The only difference being the values for different properties.

Step 9: Sign the message using the MyGovID. This is done by passing the PrivateKey and CertificateChain to the embeddable client API. 

	// Sign the Message
request.setSigningCertificate( new KeyStore.PrivateKeyEntry( (PrivateKey) privateKey,certificateChain ) );


The PrivateKey and CertificateChain can be loaded using the ABR AUSKey Manager. For further details please see SBR SDK User Guide Java Identity Management Client. 

Step 10: The final step is to send the message

	 // Send Message
request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 
5.1.1.2 Response

The code sample below shows an example for retrieving response payload for a Single-Sync-Chatty request (CTR base form and one schedule). 

Step 1: The first step is to create a response object and use it to receive ebMS response

	// Send Message
Response response = request.send();


Step 2: For Single-Sync-Chatty invocations the response message should contain a user message. To retrieve the user message from the ebMS response.

	// Retrieve User Message
ResponseUserMessage responseUserMessage = response.getUserMessage();


Step 3: Check if the response user message has any message properties, and retrieve these.

	// Retrieve Message Properties
if ( responseUserMessage.getMessageProperties() != null ) {
      HashMap<String,String> userMessageProperties = 

      (HashMap<String, String>)responseUserMessage.getMessageProperties();
}


The getMessageProperties() will return a map having a name/value pair for each message property.

Step 4: Retrieve response MIME parts. As per the response packaging structure discussed in ATO Common MIG, a CTR request with one IEE schedule will result in a response having two MIME parts in addition to the main MIME part encapsulating the SOAP envelope.

	// Retrieve Message Attachments
ResponsePart[] parts = responseUserMessage.getAttachments();


The getAttachments() method will return the additional MIME parts as instances of ResponsePart.
These MIME parts are structured as:

	Order
	Description

	First MIME part
	Overall Event Message: Contains Request Level validation responses or errors and other backend errors.

	Second MIME part
	Consolidated Validation Responses for base form and schedules.


Step 5: Retrieve the content for each ResponsePart

	// Save Attachments Content
int i = 0;
byte[] buffer = new byte[1024];
int n;
for ( ResponsePart part : parts ) {
    String responseAttachmentFilename = "response-attachment-" + ++i + ".dat";
    FileOutputStream responseAttachmentFileStream = new FileOutputStream(
                        responseAttachmentFilename, false );
    while ( ( n = part.getInputStream().read( buffer ) ) > 0 ) {
           responseAttachmentFileStream.write( buffer, 0, n );
    }
}


The above code snippet will write each MIME part to a separate file. Alternatively, the BMS can read the contents for each MIME part to read the event message or business response and perform any logic accordingly. BMS is responsible for closing any streams opened during the above process.

The response MIME part properties can also be retrieved using the below code snippet

	// Retrieve Part properties
for ( ResponsePart part : parts ) {
    if ( part.getProperties() != null ) {
    HashMap<String,String> partProperties = 

      (HashMap<String, String>) part.getProperties();
}


5.1.2 Batch-Async-Intermediate, Batch-Async-Delayed and Bulk-Async-Delayed
In terms of API calls there is no difference between a batch-async-intermediate, batch-async-delayed and bulk-async-delayed interactions.

5.1.2.1 Request (One Way Push)

The code sample below shows an example for packaging a batch request to lodge a CTR form with five IEE schedules.  Steps 1-7 are same as for Single-Sync-Chatty requests as defined in the previous section. The only difference is to use the appropriate exchange profile file in step 2.

Step 8: Create MIME part for the Batch request. There should be only one attachment in a bulk/batch request. As per ATO common MIG the individual XBRL documents should be packaged together in the single attachment with a ‘record delimiter’ (a.k.a. ‘metadata tag’) inserted before each document. The record delimiter contains information similar to the PartProperties sections within the ebMS3 header. See ATO Common MIG for more details on packaging batch/bulk requests.

The embeddable client API doesn’t provide any support for constructing batch/bulk attachment payload and it is expected that the BMS will provide a correctly formatted bulk/batch payload using individual XBRL documents (with Record delimiter tags inserted in between).

The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("text/xml");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see ATO Common MIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:ctr_0023");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	String
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see ATO Common MIG for more details on eb:PartProperties

	// Set PartProperties header values
attachmentPart.setProperty("PartID", "ctr-base-2014-with-iee");
attachmentPart.setProperty("DocumentName", "CTR");
attachmentPart.setProperty("DocumentType", "Base");


The setProperty() method takes as input String Name/Value pairs.

	Name
	Value

	PartID
	Unique identifier within this message for this payload part (which will allow the BMS to match a payload part specific response with the corresponding request payload part).

	DocumentName
	Set to the "Business Name" of the type of document contained in the MIME Part.

e.g. in case of ATO as the relevant agency, CTR or "NIPSS".

	DocumentType
	Describes the message packaging used to transport the business document/s.

Set to "Base" if this Property is for a Base form.

Set to "Schedule" if this Property is for a Schedule to a Base form.


e) Load Part Content
Load the actual content into the MIME part; this is done via loading the packaged bulk/batch payload in a FileInputStream

	// Load Part Content
FileInputStream attachmentFileInputStream = new   FileInputStream("[PATH_TO_THE_PACKAGED_PAYLOAD");
attachmentPart.setInputStream(attachmentFileInputStream);


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


Step 8: Sign the message using the MyGovID. This is done by passing the PrivateKey and CertificateChain to the embeddable client API. 

	// Sign the Message
request.setSigningCertificate( new KeyStore.PrivateKeyEntry( (PrivateKey) privateKey,certificateChain ) );


The PrivateKey and CertificateChain can be loaded using the ABR AUSKey Manager. For further details please see SBR SDK User Guide Java Identity Management Client. 

Step 9: Send the message

	 // Send Message
request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send the packaged Bulk/Batch payload.

Step 10: The response returned in case of one-way-push request is an ebMS3 receipt containing a signal message with non-repudiation information.
5.1.2.2 Response (One Way Pull)
The code sample below shows an example for packaging a one way pull request to asynchronously retrieve the response for batch/bulk invocation. Steps 1-3 are identical to the request flow with only difference being the use of appropriate exchange profile in step 2.

Step 4: Retrieve the ebMS signal message from ebMS request created in previous step.

	// Retrieve the SignalMessage element from the ebMS3 request
RequestSignalMessage requestSignalMessage = request.getSignalMessage();


The getSignalMessage() has following signature.

	Parameter
	Type
	Description

	requestSignalMessage
	Return
	An object of type RequestSignalMessage.


Step 5: Set the SAML token in the wsse security header, see SBR WIG for details regarding SAML token.

	// Set Request SAML Token
requestSignalMessage.setSAMLToken("[Encrypted_Token_Retrieved]");


The setSAMLToken takes as input a String value which will be the encrypted SAML token obtained from M2M.

Step 6: Retrieve the PullRequest element from the signal message and set the selective pulling criteria.

	// Retrieve the PullRequest and set selective pulling criteria
requestMessage.getSignalMessage().getPullRequest().setRefToMessageId(messageId);


The setRefToMessageId() has following signature.

	Parameter
	Type
	Description

	setRefToMessageId
	String
	The ebms message id for the request submitted in the One Way Push (request)  flow for this invocation. 


Step 7: Sign the message using the MyGovID. This is done by passing the PrivateKey and CertificateChain to the embeddable client API. 

	// Sign the Message
request.setSigningCertificate( new KeyStore.PrivateKeyEntry( (PrivateKey) privateKey,certificateChain ) );


The PrivateKey and CertificateChain can be loaded using the ABR AUSKey Manager. For further details please see SBR SDK User Guide Java Identity Management Client. 

Step 8: Send the pull request message

	 // Send Message
Response response = request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 

Step 9: The response message should contain a user message. The next step is to retrieve user message from the ebMS response.

	// Retrieve User Message
ResponseUserMessage responseUserMessage = response.getUserMessage();


Step 10: Check if the message has any message properties, and retrieve these.

	// Retrieve Message Properties
if ( responseUserMessage.getMessageProperties() != null ) {
      HashMap<String,String> userMessageProperties = 

      (HashMap<String, String>)responseUserMessage.getMessageProperties();
}


The getMessageProperties() will return a map having a name/value pair for each message property.

Step 11: As per the response packaging structure discussed in ATO Common MIG, batch/bulk requests will always have two MIME parts. The first MIME part will contain the soap envelope with ebMS3 headers and an empty soap body and the second MIME part will contain single attachment.

	// Retrieve Message Attachments
ResponsePart[] parts = responseUserMessage.getAttachments();


The getAttachments() method will return the second MIME part as instance of ResponsePart.
Step 12: Retrieve the content for ResponsePart

	// Save Attachments Content
int i = 0;
byte[] buffer = new byte[1024];
int n;
String responseAttachmentFilename = "response-attachment" + ".dat";
FileOutputStream responseAttachmentFileStream = new FileOutputStream(
        responseAttachmentFilename, false );
while ( ( n = parts.get(0).getInputStream().read( buffer ) ) > 0 ) {
           responseAttachmentFileStream.write( buffer, 0, n );
}


The above code snippet will write the single MIME part to a file. Alternatively, the BMS can read the contents for the MIME part. The embeddable client API doesn’t provide any support for processing the response attachment. It is left for the BMS to process this response as per the rules stated in ATO Common MIG. Please refer to ATO Common MIG to see how the bulk/batch response attachment will be structured.  

The response MIME part properties can also be retrieved using the below code snippet

	// Retrieve Part properties
if ( parts.get(0).getProperties() != null ) {
    HashMap<String,String> partProperties = 

      (HashMap<String, String>) parts.get(0).getProperties();                       




5.1.3 ELS Requests

5.1.3.1 Request Flow
As described in ATO Common MIG, the ELS requests for prior year returns will be packaged as a batch request.

The code sample below shows an example for packaging an ELS request.  Steps 1-4 are same as for Single-Sync-Chatty requests as defined in the section 5.1.1.1. The only difference is to use the appropriate exchange profile file in step 2.

Step 5: Populate the eb:CollaborationInfo header, see SBR Common MIG for details regarding ebMS headers and values.

	// Set ebMS3 header values for the CollaborationInfo node
// Set Action Name
requestUserMessage.setActionName("lodge");
// Set Service Name
requestUserMessage.setServiceName("ELStagFormat");
// Set conversation ID
requestUserMessage.setConversationId(GLOBALY_UNIQUE_IDENTIFIER);


Steps 6-7 are same as for Single-Sync-Chatty requests as defined in section 5.1.1.1.
Step 8: Create MIME part for the ELS Batch request. As described in ATO Common MIG the ELS requests will have only one attachment in the ELS transmission format (zip file with TXID and return files). 
The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("application/zip");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see ATO Common MIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:els_prior_year");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	String
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see ATO Common MIG for more details on eb:PartProperties

	// Set PartProperties header values
attachmentPart.setProperty("PartID", "els_prior_year");
attachmentPart.setProperty("DocumentName", "ELS_PRIOR_YEAR");
attachmentPart.setProperty("DocumentType", "ELS_PRIOR_YEAR");

attachmentPart.setProperty("ELS Approval Number ", "53465");


The setProperty() method takes as input String Name/Value pairs.

As per ATO Common MIG the property “ELS Approval Number” is a 5 digit number, please see ATO Common MIG for details.

e) Load Part Content
Load the actual content into the MIME part; this is done via loading the packaged ELS payload in a FileInputStream

	// Load Part Content
FileInputStream attachmentFileInputStream = new   FileInputStream("[PATH_TO_THE_PACKAGED_PAYLOAD");
attachmentPart.setInputStream(attachmentFileInputStream);


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


The remaining steps 8-10 are same as for other Batch requests (section 5.1.2.1).
5.1.3.2 Response Flow

The response flow for ELS requests is similar to other (non-ELS) batch requests. All the steps listed in section 5.1.2.2 apply for ELS response flow.
5.1.4 Single-Async-Chatty

5.1.4.1 Request

For Single-Async-Chatty the request flow is identical to Single-Sync-Chatty. All the steps listed in Section 5.1.1.1 apply to Single-Async-Chatty for sending a CTR form with one IEE schedule. The only difference is to use the appropriate exchange profile file in step 2.

5.1.4.2 Response

The code sample below shows an example for retrieving response payload for a Single-Async-Chatty request (CTR base form and one schedule). 

Step 1: The first step is to create a response object and use it to receive ebMS response

	// Send Message
Response pushResponse = request.send();


Step 2: For Single-Async-Chatty invocations the response to a user message will be an ebMS3 signal message. This message will be used to retrieve a subsequent pull request.

	// Retrieve Follow up pull request
Request pullRequest = pushResponse.followUp();


The BMS must wait for at least the specified SLA response time for the service-action being invoked before polling for the response message. If a pull request is sent prior to the response being available, SBR ebMS3 will return an ebMS3 error with error code EBMS:0006 and description “EmptyMessagePartitionChannel”. 

Step 3: Send the pull request message

	 // Send Message
Response response = pullRequest.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 

In terms of API invocation, the handling of pull response is identical to how Single-Sync-Chatty responses are handled. Steps 2-5 in section 5.1.1.1 are therefore used to handle the response.

5.2 .NET API

This section provides code samples to invoke embeddable client .NET API for the message exchange patterns (MEP) supported by SBR.

5.2.1 Single-Sync-Chatty

5.2.1.1 Request

The code sample below shows an example for the steps required to package the Single-Sync-Chatty requests. The example shows packaging of a CTR form with one IEE schedule.

Step 1: Get an instance of the AS4Client, using the AS4ClientFactory which is the entry point for AS4 client development.
	// Create AS4Client Instance
AS4Client client = AS4ClientFactory.getClient(configDir, dataDir, mainKeyStorePassphrase, auditDir);


The getClient() method has following signature:

	Parameter
	Type
	Description

	configDir
	Input
	String representing the location for the configuration directory.

	dataDir
	Input
	String representing the location for the data directory. 

	mainKeyStorePassPhrase
	Input
	String representing the pass phrase for the embeddable client’s main key store.

Please note that mainkeystore is different from and should not be confused with the MyGovID keystore which will contain the sender’s MyGovID.

	auditDir
	Input
	String representing the location for the audit directory.

	AS4Client
	Return
	The method creates and returns the instance of AS4Client if necessary. If the method was previously created with same configuration directory, the previously returned object will be returned again.


Step 2: Create an ebMS Profile object.

	// Retrieve profile information using the file name for the exchange profile
Profile profile = client.getProfile(profileName);


The getProfile()  method has following signature.

	Parameter
	Type
	Description

	profileName
	Input
	String representing the name of the XML configuration file for the required exchange profile. The file name should be specified without the .xml extension. 

	Profile
	Return
	The method will look for the input XML file under the config directory specified while creating the client object. If the file exists a Profile object will be created and returned based on the loaded configuration.


Step 3: Create an instance of the request object

	// Create an instance of ebMS3 request using the Profile Object
Request request = client.createRequest(profile);


The createRequest method has following signature.

	Parameter
	Type
	Description

	Profile
	Input
	Profile object created in step 2. 

	Request
	Return
	An object of type Request.

Throws AS4ClientException, if the profile is not previously loaded in the client using the getProfile() method.


Step 4: Retrieve the ebMS user message from ebMS request created in previous step.

	// Retrieve the UserMessage element from the ebMS3 request
RequestUserMessage requestUserMessage = request.getUserMessage();


The getUserMessage() has following signature.

	Parameter
	Type
	Description

	requestUserMessage
	Return
	An object of type RequestUserMessage.


Step 5: Populate the eb:CollaborationInfo header, see  ATO Common MIG for details regarding ebMS headers and values.

	// Set ebMS3 header values for the CollaborationInfo node
// Set Action Name
requestUserMessage.setActionName ("Submit.005.00");
// Set Service Name
requestUserMessage.setService ("http://sbr.gov.au/ato/ctr/2014",null);
// Set conversation ID
requestUserMessage.setConversationId (GLOBALY_UNIQUE_IDENTIFIER);


The signature for these methods is explained below:

	Operation
	Parameter Type
	Parameter Value

	setActionName
	string
	Set to one of [List, Get, Validate, Lodge] concatenated with "Action.nnn.nn" where: 

· nnn.nn is the version number of the ATO interaction (Service-Action) that is sought to be invoked by the BMS.

	setService
	string
	Form or business obligation name.

	setService
	string
	Service type, should be null as currently this is not used by SBR

	setConversationID
	string
	Set to value generated by BMS which must be a unique Sequence Number within the User organisation submitting the request identified by the PartyId


Step 6: Populate the eb:MessageProperties header, see ATO Common MIG for details regarding ebMS headers and values.
	// Set ebMS3 header values for the MessageProperties Node
// Set Product ID
requestUserMessage.setMessageProperty ("ProductID", "BMS-1");
// Set BMS Vendor
requestUserMessage.setMessageProperty ("BMS Vendor", "XYZ");
// Set BMS Name
requestUserMessage.setMessageProperty ("BMS Name", "XYZ BMS");
// Set BMS Version
requestUserMessage.setMessageProperty ("BMS Version", "05.00.01");

// Optionally for Online Service Provider scenario set Software Subscription ID

requestUserMessage.setMessageProperty("SoftwareSubscriptionId", "0120520319");


The above methods will take as input Name/Value pairs which are string values.

Step 7: Set the SAML token in the wsse security header, see SBR ebMS3 WIG for details regarding SAML token.

	// Set Request SAML Token
requestUserMessage.setSAMLToken ("[Encrypted_Token_Retrieved]");


The setSAMLToken takes as input a String value which will be the encrypted SAML token obtained from M2M. This will be the SecuirtyToken.AssertionAsString attribute in ABR Security Token Manager API.

Step 8: Create MIME part for the CTR base form, see ATO Common MIG for more details on packaging Single-Sync-Chatty requests.

The creation of XBRL document is out of the scope of this developer guide and it assumes that XBRL documents for CTR base form and IEE schedule are available as separate .XML files.

The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("text/xml");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see ATO Common MIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:ctr_0023");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	string
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see section 4.3.5  in the SBR ebMS3 WIG for more details on eb:PartProperties

	// Set PartProperties header values
 attachmentPart.setProperty("PartID", "ctr-base-2014");

 attachmentPart.setProperty("DocumentName", "CTR");

 attachmentPart.setProperty("DocumentType", "Base");


The setProperty() method takes as input String Name/Value pairs.

	Name
	Value

	PartID
	Unique identifier within this message for this payload part (which will allow the BMS to match a payload part specific response with the corresponding request payload part).

	DocumentName
	Set to the "Business Name" of the type of document contained in the MIME Part.

e.g. in case of ATO as the relevant agency, CTR or "NIPSS".

	DocumentType
	Set to "Base" if this Property is for a Base form.

Set to "Schedule" if this Property is for a Schedule to a Base form.


e) Load Part Content
Load the actual content into the MIME part; this is done by passing a string representing the path to XBRL document to the setInputFile method: 

	// Load Part Content
attachmentPart.setInputFile("[PATH_TO_THE_XBRL_FILE");


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


Step 8: Add IEE schedule

	// Add CTR Schedule # 1
attachmentPart = requestUserMessage.createPart();
attachmentPart.setContentID("cid:ctr_0012_iee");
attachmentPart.setContentType("text/xml");
attachmentPart.setProperty("PartID", "ctr-iee-1");
attachmentPart.setProperty("DocumentName", "IEE");
attachmentPart.setProperty("DocumentType", "Schedule");
attachmentPart.setInputFile("[PATH_TO_XBRL_CONTENT”");
requestUserMessage.addAttachmentPart(attachmentPart);


The above code is similar to what is explained in Step 7. The only difference being the values for different properties.

Step 9: Sign the message using the MyGovID. This is done by passing the P12 byte array, certificate alias corresponding to the private key entry in the byte array and keystore passowrd to setSigningCertificate method. This P12 byte array byte Array will contain the cryptographic details for the sender’s private key including the certificate chain. This can be retrieved by calling the AbrKeyStore.GetPrivateKeyAsP12ByteArray method in the ABR AUSkey Manager (IMClient Keystore API). For further details please see SBRA .NET Client SDK Developer Guide. 
	// Sign the Message
byte[] certBytes = keystore.GetPrivateKeyAsP12ByteArray(certAlias, keystorePassword);
request.setSigningCertificate(certBytes, certAlias, keystorePassword);


Step 10: The final step is to send the message

	 // Send Message
request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 
5.2.1.2 Response

The code sample below shows an example for retrieving response payload for a Single-Sync-Chatty request (CTR base form and one IEE schedule). 

Step 1: Retrieve the response object and use it to receive ebMS response

	// Send Message
Response response = request.send();


Step 2: For single-sync-chatty scenarios the response message should contain a user message. The next step is to retrieve user message from the ebMS response.

	// Retrieve User Message
ResponseUserMessage responseUserMessage = response.getUserMessage();


Step 3: Check if the response user message has any message properties, and retrieve these.

	// Retrieve Message Properties
if ( responseUserMessage.getMessageProperties() != null ) {
      Dictionary<String,String> userMessageProperties = 

      (Dictionary<String, String>)responseUserMessage.getMessageProperties();
}


The getMessageProperties() will return a Dictionary having a name/value pair for each message property.

Step 4: Retrieve response MIME parts. As per the response packaging structure discussed in ATO Common MIG, a CTR request with one schedule will result in a response having three MIME parts in addition to the main MIME part encapsulating the SOAP envelope.

	// Retrieve Message Attachments
List<ResponsePart> parts = responseUserMessage.getAttachments();


The getAttachments() method will return the additional MIME parts as instances of ResponsePart.
These MIME parts are structured as:

	Order
	Description

	First MIME part
	Overall Event Message: Contains Request Level validation responses or errors and other backend errors.

	Second MIME part
	Consolidated validation responses for base form and any schedules.


Step 5: Retrieve the content for each ResponsePart

	// Save Attachments Content
int i = 0;

foreach (ResponsePart part in parts)

{

     String responseAttachmentFilename = "response-attachment-" + ++i + ".dat";

     part.writeToFile(responseAttachmentFilename);

}


The above code snippet will write each MIME part to a separate file. Alternatively, the BMS can read the contents for each MIME part to read the event message or business response and perform any logic accordingly.

The response MIME part properties can also be retrieved using the below code snippet

	// Retrieve Part properties
if ( part.getProperties() != null ) {
      Dictionary<String,String> partProperties = 

      (Dictionary<String, String>)aprt.getProperties();
}


5.2.2 Batch-Async-Intermediate, Batch-Async-Delayed and Bulk-Async-Delayed
In terms of API calls there is no difference between a batch-async-intermediate, batch-async-delayed and bulk-async-delayed interactions.

5.2.2.1 Request (One Way Push)

The code sample below shows an example for packaging a batch request to lodge a CTR form with five IEE schedules.  Steps 1-7 are same as for Single-Sync-Chatty requests as defined in the previous section. 

Step 8: Create MIME part for the Batch request. There should be only one attachment in a bulk/batch request. As per ATO Common MIG the individual XBRL documents should be packaged together in the single attachment with a ‘record delimiter’ (a.k.a. ‘metadata tag’) inserted before each document. The record delimiter contains information similar to the PartProperties sections within the ebMS3 header. See ATO Common MIG for more details on packaging batch/bulk requests.

The embeddable client API doesn’t provide any support for constructing batch/bulk attachment payload and it is expected that the BMS will provide a correctly formatted bulk/batch payload using individual XBRL documents (with Record delimiter tags inserted in between).

The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("text/xml");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see ATO Common MIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:ctr_0023");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	String
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package.


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see ATO Common MIG for more details on eb:PartProperties

	// Set PartProperties header values
attachmentPart.setProperty("PartID", "ctr-base-2014-with-iee");
attachmentPart.setProperty("DocumentName", "CTR");
attachmentPart.setProperty("DocumentType", "Base");


The setProperty() method takes as input String Name/Value pairs.

	Name
	Value

	PartID
	Unique identifier within this message for this payload part (which will allow the BMS to match a payload part specific response with the corresponding request payload part).

	DocumentName
	Set to the "Business Name" of the type of document contained in the MIME Part.

e.g. in case of ATO as the relevant agency, CTR or "NIPSS".

	DocumentType
	Describes the message packaging used to transport the business document/s.

Set to "Base" if this Property is for a Base form.

Set to "Schedule" if this Property is for a Schedule to a Base form.


e) Load Part Content
Load the actual content into the MIME part; this is done by passing a string representing the path to XBRL document to the setInputFile method: 

	// Load Part Content
attachmentPart.setInputFile("[PATH_TO_THE_XBRL_FILE");


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


Step 8: Sign the message using the MyGovID. This is done by passing the P12 byte array, certificate alias corresponding to the private key entry in the byte array and keystore passowrd to setSigningCertificate method. This P12 byte array byte Array will contain the cryptographic details for the sender’s private key including the certificate chain. This can be retrieved by calling the AbrKeyStore.GetPrivateKeyAsP12ByteArray method in the ABR AUSkey Manager (IMClient Keystore API). For further details please see SBRA .NET Client SDK Developer Guide. 
	// Sign the Message
byte[] certBytes = keystore.GetPrivateKeyAsP12ByteArray(certAlias, keystorePassword);
request.setSigningCertificate(certBytes, certAlias, keystorePassword);


Step 9: Send the message

	 // Send Message
request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send the packaged Bulk/Batch payload.

Step 10: The response returned in case of one-way-push request is an ebMS3 receipt containing a signal message with non-repudiation information.

5.2.2.2 Response (One Way Pull)
The code sample below shows an example for packaging a one way pull request to asynchronously retrieve the response for batch/bulk invocation. Steps 1-3 are identical to the request flow with only difference being the use of appropriate exchange profile in step 2.

Step 4: Retrieve the ebMS signal message from ebMS request created in previous step.

	// Retrieve the SignalMessage element from the ebMS3 request
RequestSignalMessage requestSignalMessage = request.getSignalMessage();


The getSignalMessage() has following signature.

	Parameter
	Type
	Description

	requestSignalMessage
	Return
	An object of type RequestSignalMessage.


Step 5: Set the SAML token in the wsse security header, see SBR 2 WIG for details regarding SAML token.

	// Set Request SAML Token
requestSignalMessage.setSAMLToken ("[Encrypted_Token_Retrieved]");


The setSAMLToken takes as input a String value which will be the encrypted SAML token obtained from M2M. This will be the SecuirtyToken.AssertionAsString attribute in ABR Security Token Manager API.

Step 6: Retrieve the PullRequest element from the signal message and set the selective pulling criteria.

	// Retrieve the PullRequest and set selective pulling criteria
requestMessage.getSignalMessage().getPullRequest().setRefToMessageId(messageId);


The setRefToMessageId() has following signature.

	Parameter
	Type
	Description

	setRefToMessageId
	String
	The ebms message id for the request submitted in the One Way Push (request)  flow for this invocation. 


Step 7: Sign the message using the MyGovID. This is done by passing the P12 byte array, certificate alias corresponding to the private key entry in the byte array and keystore passowrd to setSigningCertificate method. This P12 byte array byte Array will contain the cryptographic details for the sender’s private key including the certificate chain. This can be retrieved by calling the AbrKeyStore.GetPrivateKeyAsP12ByteArray method in the ABR AUSkey Manager (IMClient Keystore API). For further details please see SBRA .NET Client SDK Developer Guide. 
	// Sign the Message
byte[] certBytes = keystore.GetPrivateKeyAsP12ByteArray(certAlias, keystorePassword);
request.setSigningCertificate(certBytes, certAlias, keystorePassword);


Step 8: Send the pull request message

	 // Send Message
Response response = request.send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 

Step 9: The response message should contain a user message. The next step is to retrieve user message from the ebMS response.

	// Retrieve User Message
ResponseUserMessage responseUserMessage = response.getUserMessage();


Step 10:  Check if the response user message has any message properties, and retrieve these.

	// Retrieve Message Properties
if ( responseUserMessage.getMessageProperties() != null ) {
      Dictionary<String,String> userMessageProperties = 

      (Dictionary<String, String>)responseUserMessage.getMessageProperties();
}


The getMessageProperties() will return a Dictionary having a name/value pair for each message property.

Step 11: As per the response packaging structure discussed in ATO Common MIG, batch/bulk requests will always have two MIME parts. The first MIME part will contain the soap envelope with ebMS3 headers and an empty soap body and the second MIME part will contain single attachment.

	// Retrieve Message Attachments
ResponsePart[] parts = responseUserMessage.getAttachments();


The getAttachments() method will return the second MIME part as instance of ResponsePart.
Step 12: Retrieve the content for ResponsePart

	// Save Attachments Content
int i = 0;

foreach (ResponsePart part in parts)

{

     String responseAttachmentFilename = "response-attachment-" + ++i + ".dat";

     part.writeToFile(responseAttachmentFilename);

}


The above code snippet will write the single MIME part to a file. Alternatively, the BMS can read the contents for the MIME part. The embeddable client API doesn’t provide any support for processing the response attachment. It is left for the BMS to process this response as per the rules stated in ATO Common MIG. Please refer to ATO Common MIG to see how the bulk/batch response attachment will be structured.  

The response MIME part properties can also be retrieved using the below code snippet

	// Retrieve Part properties
if ( part.getProperties() != null ) {
      Dictionary<String,String> partProperties = 

      (Dictionary<String, String>)aprt.getProperties();
}


5.2.3 ELS Requests

5.2.3.1 Request Flow
As described in ATO Common MIG, the ELS requests for prior year returns will be packaged as a batch request.

The code sample below shows an example for packaging an ELS request.  Steps 1-4 are same as for Single-Sync-Chatty requests as defined in the section 5.2.1.1. The only difference is to use the appropriate exchange profile file in step 2.

Step 5: Populate the eb:CollaborationInfo header, see SBR Common MIG for details regarding ebMS headers and values.

	// Set ebMS3 header values for the CollaborationInfo node
// Set Action Name
requestUserMessage.setActionName("lodge");
// Set Service Name
requestUserMessage.setServiceName("ELStagFormat");
// Set conversation ID
requestUserMessage.setConversationId(GLOBALY_UNIQUE_IDENTIFIER);


Steps 6-7 are same as for Single-Sync-Chatty requests as defined in the section 5.2.1.1.
Step 8: Create MIME part for the ELS Batch request. As described in ATO common MIG the ELS requests will have only one attachment in the ELS transmission format (zip file with TXID and return files). 
The MIME part creation involves following steps:

a) Part Creation

	// Create a MIME part
RequestPart attachmentPart = requestUserMessage.createPart();


The createPart() method will create a new part for use in the requestUserMessage.

b) Set Content Type

	// Set Content Type
attachmentPart.setContentType("application/zip");


The set ContentType will set the type of content in the MIME part.

c) Set PayloadInfo header values
Set values for the eb:PayloadInfo section in ebMS header, see ATO Common MIG for more details on eb:PayloadInfo

	// Set PayloadInfo header values
attachmentPart.setContentID("cid:els_prior_year");


The signatures for these methods are explained below:

	Operation
	Parameter Type
	Parameter Value

	setContentID
	String
	cid:{Attachment Filename}

{Attachment Filename} must be unique amongst the Payload Parts within the Message Package.


d) Set PartProperties header values

Set values for the eb:PartProperties section in ebMS header, see ATO Common MIG for more details on eb:PartProperties

	// Set PartProperties header values
attachmentPart.setProperty("PartID", "els_prior_year");
attachmentPart.setProperty("DocumentName", "ELS_PRIOR_YEAR");
attachmentPart.setProperty("DocumentType", "ELS_PRIOR_YEAR");

attachmentPart.setProperty("ELS Approval Number ", "53465");


The setProperty() method takes as input String Name/Value pairs.

As per ATO Common MIG the property “ELS Approval Number” is a 5 digit number, please see ATO Common MIG for details.

e) Load Part Content
Load the actual content into the MIME part; this is done by passing a string representing the path to XBRL document to the setInputFile method: 

	// Load Part Content
attachmentPart.setInputFile("[PATH_TO_THE_XBRL_FILE");


f) Add Part to the RequestUserMessage
Add the MIME Part into the user message

	// Add Part to the userMessage
requestUserMessage.addAttachmentPart(attachmentPart);


The remaining steps 8-10 are same as for other Batch requests (section 5.2.2.1).
5.2.3.2 Response Flow

The response flow for ELS requests is similar to other (non-ELS) batch requests. All the steps listed in section 5.2.2.2 apply for ELS response flow.
5.2.4 Single-Async-Chatty

5.2.4.1 Request

For Single-Async-Chatty the request flow is identical to Single-Sync-Chatty. All the steps listed in Section 5.2.1 apply to Single-Async-Chatty for sending a CTR form with one IEE schedule. 
The only difference is to use the appropriate exchange profile file in step 2.

5.2.4.2 Response

The code sample below shows an example for retrieving response payload for a Single-Async-Chatty request (CTR base form and one schedule). 

Step 1: The first step is to create a response object and use it to receive ebMS response

	// Send Message
Response pushResponse = request.Send();


Step 2: For Single-Async-Chatty invocations the response to a user message will be an ebMS3 signal message. This message will be used to retrieve a subsequent pull request.

	// Retrieve Follow up pull request
Request pullRequest = pushResponse.FollowUp();


The BMS must wait for at least the specified SLA response time for the service-action being invoked before polling for the response message. If a pull request is sent prior to the response being available, SBR ebMS3 will return an ebMS3 error with error code EBMS:0006 and description “EmptyMessagePartitionChannel”.

Step 3: Send the pull request message

	 // Send Message
Response response = pullRequest.Send();


Invoking the send() method on request object will send the ebMS request.  This method will return a Response object on successful submission and an AS4ClientException if unable to read or send input MIME part XBL documents. 

In terms of API invocation, the handling of pull response is identical to how Single-Sync-Chatty responses are handled. Steps 2-5 in section 5.2.1.2 are therefore used to handle the response. 

5.3 HTTP Request/Response Samples

This section provides raw HTTP request and response messages for different invocation types supported by SBR ebMS3. The XBRL data in these forms has been obfuscated as the purpose is to show the usage of ebMS3 header.
Note:
in the samples below the message properties MSHIdentity, VendorVersion, Vendor, IBMMEIGClientVersion, IBMMEIGClient and MSHVersion are specific to IBM ebMS3 Embeddable client. These are implicitly generated by the embeddable client (values for these properties can be changed via the Client.peroperties file in the config folder) but are not used by the SBR ebMS3 platform. SWDs building their own MSH should not add these properties and should align with SBR ebMS3 Web Services Implemenatation Guide section 3.3.4. 
5.3.1  Singe-Sync-Chatty 

5.3.1.1 Request

Figure 12 shows on the wire data for a Single-Sync-Chatty request having a CTR base form with one IEE schedule.
	POST /services/Single-sync HTTP/1.1

Transfer-Encoding: chunked

Host: test.ato.sbr.gov.au:443
Content-Type: multipart/related; 


boundary="----=_Part_0_-1103602072.1407382197573"; 


start="<ffc67b92-9448-4131-8dba-b3ae8bfbec5d@ATODE-EDG7CAWHJ>"; 


type="application/soap+xml"; action=Submit.005.00

------=_Part_0_-1103602072.1407382197573

Content-Type: application/soap+xml

Content-Transfer-Encoding: 8bit

Content-ID: <ffc67b92-9448-4131-8dba-b3ae8bfbec5d@ATODE-EDG7CAWHJ>
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:29:56.819Z</ns2:Timestamp>





<ns2:MessageId>A1407382195316.794492cb-e22a-48ac-98ab-bfee2b5dea60@1407382195316</ns2:MessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/TwoWaySync/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>19305c21-2140-4c48-ab5a-851d76ccc34b</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:Attachment1">






<ns2:Schema/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">CTR</ns2:Property>







<ns2:Property name="PartID">1</ns2:Property>







<ns2:Property name="DocumentType">Base</ns2:Property>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>








<ns2:Property name="CompressionType">application/gzip</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>





<ns2:PartInfo href="cid:Attachment2">






<ns2:Schema/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">IEE</ns2:Property>







<ns2:Property name="PartID">2</ns2:Property>







<ns2:Property name="DocumentType">SCHEDULE</ns2:Property>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>








<ns2:Property name="CompressionType">application/gzip</ns2:Property>







</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">




<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapheader-2">



<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>





<dsig:KeyInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">






<xenc:EncryptedKey Recipient="name:RelyingParty-Test-STS">







<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>







<dsig:KeyInfo>








<o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">









<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">










<X509IssuerSerial>











<X509IssuerName>CN=RelyingParty-Test-STS, O=ATO, C=AU</X509IssuerName>











<X509SerialNumber>1524265890</X509SerialNumber>










</X509IssuerSerial>









</X509Data>








</o:SecurityTokenReference>







</dsig:KeyInfo>







<xenc:CipherData>








<xenc:CipherValue>GPhD8yHfg7DYuKNsaeoYm1N+qfxAAfWvRJ5awg1BDRvArRhoS6syFv43Zz3DTA8ybrwYzfC0knaS6V5j88Vd83lJFxbd7IyDmm6jLOiQbrLXU51heXm/zGQWDxfsPwKRxYpzd+6vwNc8E9NgcmeZo4mLAmQhit94hyL+oGDi/4U=</xenc:CipherValue>







</xenc:CipherData>






</xenc:EncryptedKey>





</dsig:KeyInfo>





<xenc:CipherData>






<xenc:CipherValue></xenc:CipherValue>





</xenc:CipherData>




</xenc:EncryptedData>



</saml2:EncryptedAssertion>



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>UMk8la3sNWTdA+zxJjL02ExIN0VXUe3OSZnCINER8ZY=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>aKEMRTGQz+Xl3YsRAkMTrubkOYYHyNdMFdfUhWyRXZE=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment1">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>dhE9oDV6+6rt/HiMnd5O49CqLDIkMDaqNO0Tie/uKvo=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment2">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>afPM6rAL71Kv4ineZQ8scpUOaEK1Puekx4S4shsatAo=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
kZZTT89dRhErd72/iRJtatqJEH4eZM/OunXDjAkmdylnGU8zQ4LJFAMkz7cvDuIxMwqqD7Q9Ffdi

nCyxj5lm8MFfJZ0tvxVN5rAwr//Z6YUwverZZV6MzSmT0NFPvIFHAakBpug9XB70KN493ZWWNaeJ

bKujprPU1rfSB1zm/k8=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-DC89E59EB81911A19514073821973821">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-DC89E59EB81911A19514073821973852">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
------=_Part_0_-1103602072.1407382197573

Content-Type: application/gzip
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="Part1"

Content-ID: <Attachment1>
                [COMPRESSED_BINARY_CTR_FORM]

------=_Part_0_-1103602072.1407382197573

Content-Type: application/gzip
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="Part1"

Content-ID: <Attachment2>
                [COMPRESSED_BINARY_IEE_SCHEDULE]
------=_Part_0_-1103602072.1407382197573--




Figure 12: On the wire sample for Single-Sync-Chatty Request

5.3.1.2 Response

Figure 13 shows on the wire data for the response to the Single-Sync-Chatty request shown in Figure 12. 
	Transfer-Encoding: chunked

Date: Thu, 7 Aug 2014 03:30:45

Connection: Close

Content-Type: multipart/related; boundary="_=05508400645498346IBM05508400645498346MOKO";  type="application/soap+xml";  start=51589140-c4e2-43eb-b479-c32cf5a50072; charset=UTF-8;  action="urn:DefaultAS4InAxisServiceOperationResponse"

Cache-Control: private
--_=05508400645498346IBM05508400645498346MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 51589140-c4e2-43eb-b479-c32cf5a50072

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:30:45.622Z</ns2:Timestamp>





<ns2:MessageId>2f6b0afe-0eda-4147-a0af-3de5166ddbea@1407382245622</ns2:MessageId>





<ns2:RefToMessageId>A1407382195316.794492cb-e22a-48ac-98ab-bfee2b5dea60@1407382195316</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/TwoWaySync/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>19305c21-2140-4c48-ab5a-851d76ccc34b</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="DistinguishedNames">CN=XXXX XXXXXX, O=XXXXXXXXXXX, C=AU, DNQUALIFIER=XXXXXXX</ns2:Property>





<ns2:Property name="ABN">XXXXXXXXXXX</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:AttachmentEventSummaryBlock">






<ns2:PartProperties>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">OverallEventMessage</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>





<ns2:PartInfo href="cid:BaseEventMessage">






<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">BaseEventMessage</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsa:Action>urn:DefaultAS4InAxisServiceOperationResponse</wsa:Action>

</soapenv:Header>

<soapenv:Body/>
</soapenv:Envelope>
--_=05508400645498346IBM05508400645498346MOKO

Content-Transfer-Encoding: binary

Content-ID: <AttachmentEventSummaryBlock>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>
<Event xmlns="http://sbr.com.au/comn/event.02.data">

<MaximumSeverity.Code/>

<EventItems>


<EventItem>



<Error.Code>SBR.GEN.INFO.1</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Transmission successful</Short.Description>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.2</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Total number of transactions in the transmission is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.3</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Processing completion indicator is {indicator}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>indicator</Parameter.Identifier>





<Parameter.Text>TRUE</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.4</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.5</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.6</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.7</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.8</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions successfully processed by the backend is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.9</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed the backend processing is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.10</Error.Code>



<Severity.Code>Error</Severity.Code>



<Short.Description>Number of unexpected errors is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>

</EventItems>
</Event>
--_=05508400645498346IBM05508400645498346MOKO

Content-Transfer-Encoding: binary

Content-ID: <BaseEventMessage>
Content-Type: text/xml
<?xml version="1.0" encoding="UTF-8"?>
<tns:Event xmlns:tns="http://sbr.gov.au/comn/event.02.data">

<tns:MaximumSeverity.Code>Information</tns:MaximumSeverity.Code>

<tns:EventItems>


<tns:EventItem>



<tns:Error.Code>CMN.ATO.GEN.OK</tns:Error.Code>



<tns:Severity.Code>Information</tns:Severity.Code>



<tns:Short.Description>Message accepted</tns:Short.Description>



<tns:Locations>




<tns:Location>





<tns:Location.Instance.Identifier>1</tns:Location.Instance.Identifier>




</tns:Location>



</tns:Locations>


</tns:EventItem>

</tns:EventItems>
</tns:Event>
--_=05508400645498346IBM05508400645498346MOKO--

  


Figure 13: On the wire sample for Single-Sync-Chatty Response
5.3.2 Batch-Async

The request is submitted asynchronously using the One-Way-Push MEP.
5.3.2.1 One-Way-Push

5.3.2.1.1 Request
	 POST /services/BulkBatch-async-push HTTP/1.1

Transfer-Encoding: chunked

Host: test.ato.sbr.gov.au:443
Content-Type: multipart/related; 


boundary="----=_Part_0_-1376531822.1407383196254"; 


start="<3b85bd14-a8dd-4529-90ea-432093f0734e@ATODE-EDG7CAWHJ>"; 


type="application/soap+xml"; action=Submit.005.00

------=_Part_0_-1376531822.1407383196254

Content-Type: application/soap+xml

Content-Transfer-Encoding: 8bit

Content-ID: <3b85bd14-a8dd-4529-90ea-432093f0734e@ATODE-EDG7CAWHJ>
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:46:35.500Z</ns2:Timestamp>





<ns2:MessageId>A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018</ns2:MessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/Push/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>c222a97d-055e-4a07-9445-68bfcefa3b98</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:Attachment1">






<ns2:Schema/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">CTR</ns2:Property>







<ns2:Property name="PartID">1</ns2:Property>







<ns2:Property name="DocumentType">Base</ns2:Property>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>








<ns2:Property name="CompressionType">application/gzip</ns2:Property>







</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" soapenv:role="ebms" wsu:Id="soapheader-2">



<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">




<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>





<dsig:KeyInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">






<xenc:EncryptedKey Recipient="name:RelyingParty-Test-STS">







<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>







<dsig:KeyInfo>








<o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">









<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">










<X509IssuerSerial>











<X509IssuerName>CN=RelyingParty-Test-STS, O=ATO, C=AU</X509IssuerName>











<X509SerialNumber>1524265890</X509SerialNumber>










</X509IssuerSerial>









</X509Data>








</o:SecurityTokenReference>







</dsig:KeyInfo>







<xenc:CipherData>








<xenc:CipherValue>GPhD8yHfg7DYuKNsaeoYm1N+qfxAAfWvRJ5awg1BDRvArRhoS6syFv43Zz3DTA8ybrwYzfC0knaS6V5j88Vd83lJFxbd7IyDmm6jLOiQbrLXU51heXm/zGQWDxfsPwKRxYpzd+6vwNc8E9NgcmeZo4mLAmQhit94hyL+oGDi/4U=</xenc:CipherValue>







</xenc:CipherData>






</xenc:EncryptedKey>





</dsig:KeyInfo>





<xenc:CipherData>






<xenc:CipherValue></xenc:CipherValue>





</xenc:CipherData>




</xenc:EncryptedData>



</saml2:EncryptedAssertion>


</wsse:Security>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>6v3RBAu+1Zp6KnFmRbVuiXzgFMqFt//xvNNsyGBw2yI=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>aKEMRTGQz+Xl3YsRAkMTrubkOYYHyNdMFdfUhWyRXZE=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment1">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>68Y6+b84jc3PLw5KAM7ElMzy0uM8YtNkWyP+kf6cPvE=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
XwRQDKxzz2wEKJFImEktQzR7KJLum2HFjZKQeJOu1pvorFoZ7h/cVlB2tDc52W4A5F2g3rbfabFX

N4wnkHICtnS9H/3kKX0+s9+8AXgVG2Oi00ePohLPLVa5o7g7WhTrGs48rN+ZDJROxZKP8KlY9JSa

+WfqL+JEDal4I00qsE8=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-1167A721488C93C53714073831960981">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-1167A721488C93C53714073831961022">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
------=_Part_0_-1376531822.1407383196254

Content-Type: application/gzip
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="Part1"

Content-ID: <Attachment1>
[COMPRESSED_BINARY_ATTACHMENT]
------=_Part_0_-1376531822.1407383196254--




Figure 14: On the wire sample for Batch-Async Request

5.3.2.1.2 Response

Figure 15 shows on the wire data for a receipt received by the embeddable client from SBR ebMS3 on successful transmission of the one way push request. 
	Transfer-Encoding: chunked

Date: Thu, 7 Aug 2014 03:46:36

Connection: Close

Content-Type: multipart/related; boundary="_=7158007444184931IBM7158007444184931MOKO";  type="application/soap+xml";  start=d9ecfda9-d54e-4bd9-8731-03823af2b647; charset=UTF-8;  action="urn:DefaultAS4InAxisServiceOperationResponse"

Cache-Control: private
--_=7158007444184931IBM7158007444184931MOKO

Content-Transfer-Encoding: 8bit

Content-ID: d9ecfda9-d54e-4bd9-8731-03823af2b647

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:46:36.736Z</ns2:Timestamp>





<ns2:MessageId>5ef2ca77-cfd1-4d9f-9107-2046ef5c7a73@1407383196736</ns2:MessageId>





<ns2:RefToMessageId>A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:Receipt>





<ns3:NonRepudiationInformation xmlns:ns3="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapheader-1">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>6v3RBAu+1Zp6KnFmRbVuiXzgFMqFt//xvNNsyGBw2yI=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="cid:Attachment1">








<ns5:Transforms>









<ns5:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>68Y6+b84jc3PLw5KAM7ElMzy0uM8YtNkWyP+kf6cPvE=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapbody">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapheader-2">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>aKEMRTGQz+Xl3YsRAkMTrubkOYYHyNdMFdfUhWyRXZE=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>





</ns3:NonRepudiationInformation>




</ns2:Receipt>



</ns2:SignalMessage>


</eb:Messaging>


<wsa:Action>urn:DefaultAS4InAxisServiceOperationResponse</wsa:Action>

</soapenv:Header>

<soapenv:Body/>
</soapenv:Envelope>
--_=7158007444184931IBM7158007444184931MOKO--

 


Figure 15: On the wire sample for receipt to the one way push request

5.3.2.2 One-Way-Pull

5.3.2.2.1 Request
In order to retrieve the response to a Batch/Bulk async request, the BMS will need to send a PULL request to SBR ebMS3. Figure 16 shows the sample on the wire data for a pull signal request submitted to retrieve the response for Batch-Async invocation. 
	POST /services/BulkBatch-async-pull HTTP/1.1

Transfer-Encoding: chunked

Host: test.ato.sbr.gov.au:443
Content-Type: multipart/related; 


boundary="----=_Part_0_-1207726601.1407383340640"; 


start="<81092aa3-98cb-43d2-a320-5f0dd71552a8@ATODE-EDG7CAWHJ>"; 


type="application/soap+xml"

------=_Part_0_-1207726601.1407383340640

Content-Type: application/soap+xml

Content-Transfer-Encoding: 8bit

Content-ID: <81092aa3-98cb-43d2-a320-5f0dd71552a8@ATODE-EDG7CAWHJ>
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:48:59.889Z</ns2:Timestamp>





<ns2:MessageId>A1407383338619.78f48cd8-2d0f-4934-a74a-c4fc3117d78f@1407383338619</ns2:MessageId>





<ns2:RefToMessageId>A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:PullRequest>





<ns2:RefToMessageId>A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018</ns2:RefToMessageId>




</ns2:PullRequest>



</ns2:SignalMessage>


</eb:Messaging>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">




<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapheader-2">




<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>





<dsig:KeyInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">






<xenc:EncryptedKey Recipient="name:RelyingParty-Test-STS">







<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>







<dsig:KeyInfo>








<o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">









<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">










<X509IssuerSerial>











<X509IssuerName>CN=RelyingParty-Test-STS, O=ATO, C=AU</X509IssuerName>











<X509SerialNumber>1524265890</X509SerialNumber>










</X509IssuerSerial>









</X509Data>








</o:SecurityTokenReference>







</dsig:KeyInfo>







<xenc:CipherData>








<xenc:CipherValue>GPhD8yHfg7DYuKNsaeoYm1N+qfxAAfWvRJ5awg1BDRvArRhoS6syFv43Zz3DTA8ybrwYzfC0knaS6V5j88Vd83lJFxbd7IyDmm6jLOiQbrLXU51heXm/zGQWDxfsPwKRxYpzd+6vwNc8E9NgcmeZo4mLAmQhit94hyL+oGDi/4U=</xenc:CipherValue>







</xenc:CipherData>






</xenc:EncryptedKey>





</dsig:KeyInfo>





<xenc:CipherData>






<xenc:CipherValue></xenc:CipherValue>





</xenc:CipherData>




</xenc:EncryptedData>



</saml2:EncryptedAssertion>



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>HRENa5ROXsnhSH9pZlobBk818AJgOojobuf1OReOvRI=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>aKEMRTGQz+Xl3YsRAkMTrubkOYYHyNdMFdfUhWyRXZE=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
YThF71EKBAdBXyULOUB5E24TxHGzeF8uiYWYyo/3bA0dlqGS1WmcygrILLdwZ5wK/ULSiW72NVM7

W2B6O4v1RofbqGgzCWLE8DuOm5qgTsDf76/aCEz94eDm6StfRQDpyhVlrxJ9jP8qAJsltUrbJ+3v

M0+PwyOZNHN31/ZZasI=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-E4FCC868C7F4C3298A14073833405161">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-E4FCC868C7F4C3298A14073833405192">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
------=_Part_0_-1207726601.1407383340640--

 


Figure 16: On the wire sample for one way pull request

5.3.2.2.2 Response

Figure 17 shows sample on the wire data for one way pull response. This is the response to batch-async invocation which was initiated previously via one way push request having a base CTR form with five IEE schedules.

	Transfer-Encoding: chunked

Date: Thu, 7 Aug 2014 03:49:02

Connection: Close

Content-Type: multipart/related; boundary="_=01841543461779993IBM01841543461779993MOKO";  type="application/soap+xml";  start=9f984f2c-6c72-4fab-bb52-97116d394406; charset=UTF-8;  action="urn:DefaultAS4InAxisServiceOperationResponse"

Cache-Control: private
--_=01841543461779993IBM01841543461779993MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 9f984f2c-6c72-4fab-bb52-97116d394406

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-07T03:49:01.147Z</ns2:Timestamp>





<ns2:MessageId>7611cced-a13d-4205-9eb7-141a54217897@1407383207469</ns2:MessageId>





<ns2:RefToMessageId>A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/SelectivePull/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>c222a97d-055e-4a07-9445-68bfcefa3b98</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="DistinguishedNames">CN=XXXX XXXXXX, O=XXXXXXXXXXX, C=AU, DNQUALIFIER=XXXXXXX</ns2:Property>





<ns2:Property name="ABN">XXXXXXXXXXX</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:Attachment1">






<ns2:Schema location=""/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">CTR</ns2:Property>







<ns2:Property name="PartID">1</ns2:Property>







<ns2:Property name="DocumentType">Base</ns2:Property>







<ns2:Property name="MimeType">text/plain</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsa:Action xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapheader-2">urn:DefaultAS4InAxisServiceOperationResponse</wsa:Action>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>mBANIX+y2UczWnw4g9gRoSOVuKbzB8ErwS58BSgviho=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>iScPUq62b3guvbdnFcRuz82PWOVAMMwKNJPOBSDiJyQ=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment1">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>zviZDNO+uakbNkttCtEEOQKekg6xtp2zEN612WemGNQ=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
nZN9oRQ/FAVIJFupuho7iL7ne3kuiqZbgzS5BeCX34CVivi9ASPoYEKo8zsP/6bx3vZB9l3qHnnc

/7bJQ5qmTZ5DKbfCBKqWBqUbGK8Uxpy053BWj9WYu/FfNsYGDs+xmLLI2wyiutuOqqkIscU+8DyW

V2TNoRk21iO8ommT8OA=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-73B79F9BB234E6AD341407383342067153">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-73B79F9BB234E6AD341407383342067154">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
--_=01841543461779993IBM01841543461779993MOKO

Content-Disposition: attachment; filename=Part1

Content-Transfer-Encoding: binary

Content-ID: <Attachment1>
Content-Type: text/plain
<Event xmlns="http://sbr.com.au/comn/event.02.data">

<MaximumSeverity.Code>Information</MaximumSeverity.Code>

<EventItems>


<EventItem>



<Error.Code>SBR.GEN.INFO.1</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Transmission successful</Short.Description>



</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.2</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Total number of transactions in the transmission is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.3</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Processing completion indicator is {indicator}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>indicator</Parameter.Identifier>





<Parameter.Text>TRUE</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.4</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>






<Parameter.Text>NaN</Parameter.Text>





</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.5</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>NaN</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.6</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>NaN</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.7</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>NaN</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.8</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions successfully processed by the backend is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.9</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed the backend processing is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.10</Error.Code>



<Severity.Code>Error</Severity.Code>



<Short.Description>Number of unexpected errors is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>

</EventItems>
</Event>
<Record_Delimiter DocumentID="234356657659900" DocumentName="CTR" DocumentType="BASE" RelatedDocumentID=""/>
<?xml version="1.0" encoding="UTF-8"?>
<tns:Event xmlns:tns="http://sbr.gov.au/comn/event.02.data">

<tns:MaximumSeverity.Code>Information</tns:MaximumSeverity.Code>

<tns:EventItems>


<tns:EventItem>



<tns:Error.Code>CMN.ATO.GEN.OK</tns:Error.Code>



<tns:Severity.Code>Information</tns:Severity.Code>



<tns:Short.Description>Message accepted</tns:Short.Description>



<tns:Locations>




<tns:Location>





<tns:Location.Instance.Identifier>234356657659900</tns:Location.Instance.Identifier>




</tns:Location>



</tns:Locations>


</tns:EventItem>

</tns:EventItems>
</tns:Event>
--_=01841543461779993IBM01841543461779993MOKO--

 


Figure 17: On the wire sample for one way pull response

5.3.2.2.3 Error Message when the pull response is not available
Figure 18 shows sample on the wire data for ebMS3 error when the BMS sends a pull request prior to the response being available for pulling.

	Transfer-Encoding: chunked

Date: Fri, 8 Aug 2014 08:03:53

Connection: Close

Content-Type: multipart/related; boundary="_=8361216095775145IBM8361216095775145MOKO";  type="application/soap+xml";  start=5619e272-8bb2-4ce3-a12b-214f92086c04; charset=UTF-8;  action="http://www.w3.org/2005/08/addressing/soap/fault"

Cache-Control: private
--_=8361216095775145IBM8361216095775145MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 5619e272-8bb2-4ce3-a12b-214f92086c04

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:03:53.246Z</ns2:Timestamp>





<ns2:MessageId>1b6213b0-2917-48cd-a7d1-8fa4acf6c23b@1407485033246</ns2:MessageId>




</ns2:MessageInfo>




<ns2:Error category="Communication" refToMessageInError="A1407383194018.daf88baf-b128-4702-b4fe-54a19788ad45@1407383194018" errorCode="EBMS:0006" origin="EBMS" severity="Warning" shortDescription="EmptyMessagePartitionChannel">





<ns2:Description lang="en">There is no message available for pulling from this MPC at this moment.</ns2:Description>





<ns2:ErrorDetail>DeliveryFailureException: Pulling message from pull destination failed</ns2:ErrorDetail>




</ns2:Error>



</ns2:SignalMessage>


</eb:Messaging>

</soapenv:Header>

<soapenv:Body>


<soapenv:Fault xmlns:axis2ns108="http://www.w3.org/2003/05/soap-envelope">



<soapenv:Code>




<soapenv:Value>axis2ns108:EBMSInternalError</soapenv:Value>



</soapenv:Code>



<soapenv:Reason>




<soapenv:Text xml:lang="en">There is no message available for pulling from this MPC at this moment.</soapenv:Text>



</soapenv:Reason>



<soapenv:Detail>




<DetailError>DeliveryFailureException: Pulling message from pull destination failed</DetailError>



</soapenv:Detail>


</soapenv:Fault>

</soapenv:Body>
</soapenv:Envelope>
--_=8361216095775145IBM8361216095775145MOKO--




Figure 18: On the wire sample for pull Error

5.3.3 Single-Async-Chatty

5.3.3.1 Push Request

Figure 19 shows on the wire data for a Single-Async-Chatty request having a CTR base form with one IEE schedule.
	POST /services/Single-async HTTP/1.1

Transfer-Encoding: chunked

Host: test.ato.sbr.gov.au:443
Content-Type: multipart/related; 


boundary="----=_Part_0_1878492840.1407484972025"; 


start="<d838dbda-4198-442e-a9ac-6349916774b5@ATODE-EDG7CAWHJ>"; 


type="application/soap+xml"; action=Submit.005.00

------=_Part_0_1878492840.1407484972025

Content-Type: application/soap+xml

Content-Transfer-Encoding: 8bit

Content-ID: <d838dbda-4198-442e-a9ac-6349916774b5@ATODE-EDG7CAWHJ>
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:02:51.282Z</ns2:Timestamp>





<ns2:MessageId>A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756</ns2:MessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/TwoWayPushAndPull/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>8d862295-fe17-4419-8efc-82ebf38bfb77</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:Attachment1">






<ns2:Schema/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">CTR</ns2:Property>







<ns2:Property name="PartID">1</ns2:Property>







<ns2:Property name="DocumentType">Base</ns2:Property>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>








<ns2:Property name="CompressionType">application/gzip</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>





<ns2:PartInfo href="cid:Attachment2">






<ns2:Schema/>






<ns2:PartProperties>







<ns2:Property name="DocumentName">IEE</ns2:Property>







<ns2:Property name="PartID">2</ns2:Property>







<ns2:Property name="DocumentType">SCHEDULE</ns2:Property>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">Part1</ns2:Property>








<ns2:Property name="CompressionType">application/gzip</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">




<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapheader-2">




<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>





<dsig:KeyInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">






<xenc:EncryptedKey Recipient="name:RelyingParty-Test-STS">







<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>







<dsig:KeyInfo>








<o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">









<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">










<X509IssuerSerial>











<X509IssuerName>CN=RelyingParty-Test-STS, O=ATO, C=AU</X509IssuerName>











<X509SerialNumber>1524265890</X509SerialNumber>










</X509IssuerSerial>









</X509Data>








</o:SecurityTokenReference>







</dsig:KeyInfo>







<xenc:CipherData>








<xenc:CipherValue>kpA32m6EgQEi+uUlY2nLqcLTxUonkQKzPsfdC38RMRHQWPj9A1XkKnjy3uVMktt4ZG1HfPB329LFje/mgxMNuo+97ZMVMWm3fiQpRr7nca8+hBtH9gHbF9RRGvEod6UWv7pHS/Lp5pyobFj3tJKdaKheDFeoI0ZJUxglumomVqk=</xenc:CipherValue>







</xenc:CipherData>






</xenc:EncryptedKey>





</dsig:KeyInfo>





<xenc:CipherData>






<xenc:CipherValue></xenc:CipherValue>





</xenc:CipherData>




</xenc:EncryptedData>



</saml2:EncryptedAssertion>



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>T6dFaK6PmnymZ8b1m+DE44ziXdt5uiv1lcZs0b+pxZs=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>IZg8qz/2md3OtF/IQ7kkrhq2YTmd7XPzPauUF+dn6t0=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment1">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>dhE9oDV6+6rt/HiMnd5O49CqLDIkMDaqNO0Tie/uKvo=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="cid:Attachment2">






<ds:Transforms>







<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>afPM6rAL71Kv4ineZQ8scpUOaEK1Puekx4S4shsatAo=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
MmJ3HoqOHLU/S4hGO+FfULyOJ1hwO8MykzHIkQ3A4kgq934fgLkul627Fu+R4E6mLLaTBDpm57KS

KaU8ySKli6cNJnyCTtTT9xsJN7aiF9dxOP/xePOl6I9bnd1bOFhhKGqKpIKcOSUVIEytRNsUsoyA

EGlaOTVjysGhjQi9Lk4=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-CA167B28B71AAA3A3214074849718611">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-CA167B28B71AAA3A3214074849718632">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
------=_Part_0_1878492840.1407484972025

Content-Type: application/gzip
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="Part1"

Content-ID: <Attachment1>
                [COMPRESSED_BINARY_CTR_FORM]

------=_Part_0_1878492840.1407484972025

Content-Type: application/gzip
Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename="Part1"

Content-ID: <Attachment2>
                [COMPRESSED_BINARY_IEE_SCHEDULE]

------=_Part_0_1878492840.1407484972025--

 


Figure 19: On the wire sample for Single-Async-Chatty Request
5.3.3.2 Receipt

SBR ebMS3 will return a receipt after successfully processing the Single-Async-Chatty ebMS3 request.

	Transfer-Encoding: chunked

Date: Fri, 8 Aug 2014 08:02:52

Connection: Close

Content-Type: multipart/related; boundary="_=5037480037351979IBM5037480037351979MOKO";  type="application/soap+xml";  start=3a86e25b-7022-4efd-820a-f7957759bddf; charset=UTF-8;  action="urn:DefaultAS4InAxisServiceOperationResponse"

Cache-Control: private
--_=5037480037351979IBM5037480037351979MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 3a86e25b-7022-4efd-820a-f7957759bddf

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:02:52.358Z</ns2:Timestamp>





<ns2:MessageId>a67ba01a-5350-4dc8-b260-399a78d1fe2f@1407484972358</ns2:MessageId>





<ns2:RefToMessageId>A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:Receipt>





<ns3:NonRepudiationInformation xmlns:ns3="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapheader-1">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>T6dFaK6PmnymZ8b1m+DE44ziXdt5uiv1lcZs0b+pxZs=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="cid:Attachment1">








<ns5:Transforms>









<ns5:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>dhE9oDV6+6rt/HiMnd5O49CqLDIkMDaqNO0Tie/uKvo=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapbody">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="cid:Attachment2">








<ns5:Transforms>









<ns5:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>afPM6rAL71Kv4ineZQ8scpUOaEK1Puekx4S4shsatAo=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>






<ns3:MessagePartNRInformation>







<ns5:Reference xmlns:ns5="http://www.w3.org/2000/09/xmldsig#" URI="#soapheader-2">








<ns5:Transforms>









<ns5:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








</ns5:Transforms>








<ns5:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>








<ns5:DigestValue>IZg8qz/2md3OtF/IQ7kkrhq2YTmd7XPzPauUF+dn6t0=</ns5:DigestValue>







</ns5:Reference>






</ns3:MessagePartNRInformation>





</ns3:NonRepudiationInformation>




</ns2:Receipt>



</ns2:SignalMessage>


</eb:Messaging>


<wsa:Action>urn:DefaultAS4InAxisServiceOperationResponse</wsa:Action>

</soapenv:Header>

<soapenv:Body/>
</soapenv:Envelope>
--_=5037480037351979IBM5037480037351979MOKO--




Figure 20: Single-Async-Chatty Receipt
5.3.3.3 Pull Request

In order to retrieve the response to a Single-Async-Request request, the BMS will need to send a PULL request to SBR ebMS3. Figure 21 shows the sample on the wire data for a pull signal request submitted to retrieve the response for Single-Async-Chatty request.
	POST /services/Single-async HTTP/1.1

Transfer-Encoding: chunked

Host: test.ato.sbr.gov.au:443
Content-Type: multipart/related; 


boundary="----=_Part_4_-1651796917.1407485033242"; 


start="<3c23c1f6-8745-4bf5-a5e7-5db3ab1138fb@ATODE-EDG7CAWHJ>"; 


type="application/soap+xml"

------=_Part_4_-1651796917.1407485033242

Content-Type: application/soap+xml

Content-Transfer-Encoding: 8bit

Content-ID: <3c23c1f6-8745-4bf5-a5e7-5db3ab1138fb@ATODE-EDG7CAWHJ>
<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soapenv:mustUnderstand="true" wsu:Id="soapheader-1">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:03:53.151Z</ns2:Timestamp>





<ns2:MessageId>A1407484972737.94fe85c1-b94c-4bae-a1e0-a3ea3f217caa@1407484972737</ns2:MessageId>





<ns2:RefToMessageId>A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:PullRequest>





<ns2:RefToMessageId>A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756</ns2:RefToMessageId>




</ns2:PullRequest>



</ns2:SignalMessage>


</eb:Messaging>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="true">




<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapheader-2">




<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>





<dsig:KeyInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">






<xenc:EncryptedKey Recipient="name:RelyingParty-Test-STS">







<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>







<dsig:KeyInfo>








<o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">









<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">










<X509IssuerSerial>











<X509IssuerName>CN=RelyingParty-Test-STS, O=ATO, C=AU</X509IssuerName>











<X509SerialNumber>1524265890</X509SerialNumber>










</X509IssuerSerial>









</X509Data>








</o:SecurityTokenReference>







</dsig:KeyInfo>







<xenc:CipherData>








<xenc:CipherValue>kpA32m6EgQEi+uUlY2nLqcLTxUonkQKzPsfdC38RMRHQWPj9A1XkKnjy3uVMktt4ZG1HfPB329LFje/mgxMNuo+97ZMVMWm3fiQpRr7nca8+hBtH9gHbF9RRGvEod6UWv7pHS/Lp5pyobFj3tJKdaKheDFeoI0ZJUxglumomVqk=</xenc:CipherValue>







</xenc:CipherData>






</xenc:EncryptedKey>





</dsig:KeyInfo>





<xenc:CipherData>






<xenc:CipherValue></xenc:CipherValue>





</xenc:CipherData>




</xenc:EncryptedData>



</saml2:EncryptedAssertion>



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="signingCert"></wsse:BinarySecurityToken>



<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">




<ds:SignedInfo>





<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>





<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>





<ds:Reference URI="#soapheader-1">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>7OOPNpW1b1mlg6Ps+pGAjBGh9J7jj/ymWdXz79XxXms=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapheader-2">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>IZg8qz/2md3OtF/IQ7kkrhq2YTmd7XPzPauUF+dn6t0=</ds:DigestValue>





</ds:Reference>





<ds:Reference URI="#soapbody">






<ds:Transforms>







<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






</ds:Transforms>






<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>






<ds:DigestValue>MuXTb3M4BFAClqp28AnKQQJPuH1XxCZZle+49qRiZVk=</ds:DigestValue>





</ds:Reference>




</ds:SignedInfo>




<ds:SignatureValue>
d24QGrQ0zu41GRV+ssj1GJnRaPAkLIjVkcwnttaAueHXsIsRxEVca1eqKWJhP7LP5KN/RfvCtJYG

T5XWG9pUD3+82nR3Qxb4C2gctu0HNgMNVATLPy632pMYz77yV8biE8JlnRE2gEQz8Gkx7YiOu5og

IZ9oVn/SHGttJI9O0V4=





</ds:SignatureValue>




<ds:KeyInfo Id="KeyId-CA167B28B71AAA3A3214074850331805">





<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-CA167B28B71AAA3A3214074850331806">






<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>





</wsse:SecurityTokenReference>




</ds:KeyInfo>



</ds:Signature>


</wsse:Security>

</soapenv:Header>

<soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="soapbody"/>
</soapenv:Envelope>
------=_Part_4_-1651796917.1407485033242--

 


Figure 21: On the wire sample for Single-Async-Chatty Pull Request

5.3.3.4 Response

Figure 22 shows sample on the wire data for Single-Async-Chatty response. This is the response to invocation which was initiated previously via Two-Way-Push-And-Pull request having a base CTR form with one IEE schedule.
	Transfer-Encoding: chunked

Date: Fri, 8 Aug 2014 08:05:53

Connection: Close

Content-Type: multipart/related; boundary="_=38437528957477574IBM38437528957477574MOKO";  type="application/soap+xml";  start=67789366-4b1c-4546-943e-94804299398b; charset=UTF-8;  action="urn:DefaultAS4InAxisServiceOperationResponse"

Cache-Control: private
--_=38437528957477574IBM38437528957477574MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 67789366-4b1c-4546-943e-94804299398b

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:UserMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:05:53.836Z</ns2:Timestamp>





<ns2:MessageId>cef96b5e-6aae-40d1-9c00-47eb175e915d@1407485041779</ns2:MessageId>





<ns2:RefToMessageId>A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756</ns2:RefToMessageId>




</ns2:MessageInfo>




<ns2:PartyInfo>





<ns2:From>






<ns2:PartyId type="http://abr.gov.au/PartyIdType/ABN">51824753556</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/agency</ns2:Role>





</ns2:From>





<ns2:To>






<ns2:PartyId type="http://ato.gov.au/PartyIdType/TAN">11110000</ns2:PartyId>






<ns2:Role>http://sbr.gov.au/ato/Role/Registered Agent</ns2:Role>





</ns2:To>




</ns2:PartyInfo>




<ns2:CollaborationInfo>





<eb:AgreementRef>http://sbr.gov.au/agreement/Gateway/1.0/TwoWayPushAndPull/PKI</eb:AgreementRef>





<ns2:Service>http://sbr.gov.au/ato/ctr/2014</ns2:Service>





<ns2:Action>Submit.005.00</ns2:Action>





<ns2:ConversationId>8d862295-fe17-4419-8efc-82ebf38bfb77</ns2:ConversationId>




</ns2:CollaborationInfo>




<ns2:MessageProperties>





<ns2:Property name="MSHIdentity">IBM ebMS/AS4 Client</ns2:Property>





<ns2:Property name="VendorVersion">1.0.0.3</ns2:Property>





<ns2:Property name="Vendor">Sample</ns2:Property>





<ns2:Property name="BMS\ Name">TESTBMS</ns2:Property>





<ns2:Property name="IBMMEIGClientVersion">1.0.0.3</ns2:Property>





<ns2:Property name="ProductID">1</ns2:Property>





<ns2:Property name="BMS\ Vendor">XYZ</ns2:Property>





<ns2:Property name="IBMMEIGClient">true</ns2:Property>





<ns2:Property name="BMS\ Version">05.00.01</ns2:Property>





<ns2:Property name="MSHVersion">1.0.0.2</ns2:Property>





<ns2:Property name="DistinguishedNames">CN=XXXX XXXXXX, O=XXXXXXXXXXX, C=AU, DNQUALIFIER=XXXXXXX</ns2:Property>





<ns2:Property name="ABN">XXXXXXXXXXX</ns2:Property>




</ns2:MessageProperties>




<ns2:PayloadInfo>





<ns2:PartInfo href="cid:AttachmentEventSummaryBlock">






<ns2:PartProperties>







<ns2:Property name="MimeType">text/xml</ns2:Property>







<ns2:Property name="filename">OverallEventMessage</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>





<ns2:PartInfo href="cid:BaseEventMessage">






<ns2:PartProperties>












<ns2:Property name="MimeType">text/xml</ns2:Property>














<ns2:Property name="filename">BaseEventMessage</ns2:Property>






</ns2:PartProperties>





</ns2:PartInfo>




</ns2:PayloadInfo>



</ns2:UserMessage>


</eb:Messaging>


<wsa:Action>urn:DefaultAS4InAxisServiceOperationResponse</wsa:Action>

</soapenv:Header>

<soapenv:Body/>
</soapenv:Envelope>
--_=38437528957477574IBM38437528957477574MOKO

Content-Transfer-Encoding: binary

Content-ID: <AttachmentEventSummaryBlock>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>
<Event xmlns="http://sbr.com.au/comn/event.02.data">

<MaximumSeverity.Code/>

<EventItems>


<EventItem>



<Error.Code>SBR.GEN.INFO.1</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Transmission successful</Short.Description>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.2</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Total number of transactions in the transmission is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.3</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Processing completion indicator is {indicator}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>indicator</Parameter.Identifier>





<Parameter.Text>TRUE</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.4</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.5</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed authorisation check is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.6</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions passed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.7</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed channel validation is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.8</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions successfully processed by the backend is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>1</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.9</Error.Code>



<Severity.Code>Information</Severity.Code>



<Short.Description>Number of transactions failed the backend processing is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>


<EventItem>



<Error.Code>SBR.GEN.INFO.10</Error.Code>



<Severity.Code>Error</Severity.Code>



<Short.Description>Number of unexpected errors is {number}</Short.Description>



<Parameters>




<Parameter>





<Parameter.Identifier>number</Parameter.Identifier>





<Parameter.Text>0</Parameter.Text>




</Parameter>



</Parameters>


</EventItem>

</EventItems>
</Event>
--_=38437528957477574IBM38437528957477574MOKO

Content-Transfer-Encoding: binary

Content-ID: <BaseEventMessage>
Content-Type: text/xml
<?xml version="1.0" encoding="UTF-8"?>
<tns:Event xmlns:tns="http://sbr.gov.au/comn/event.02.data">

<tns:MaximumSeverity.Code>Information</tns:MaximumSeverity.Code>

<tns:EventItems>


<tns:EventItem>



<tns:Error.Code>CMN.ATO.GEN.OK</tns:Error.Code>



<tns:Severity.Code>Information</tns:Severity.Code>



<tns:Short.Description>Message accepted</tns:Short.Description>



<tns:Locations>




<tns:Location>





<tns:Location.Instance.Identifier>1</tns:Location.Instance.Identifier>




</tns:Location>



</tns:Locations>


</tns:EventItem>

</tns:EventItems>
</tns:Event>
--_=38437528957477574IBM38437528957477574MOKO--

  


Figure 22: On the wire sample for Single-Async-Chatty Response

5.3.3.5 Error Message when the pull response is not available
Figure 23 shows sample on the wire data for ebMS3 error when the BMS sends a pull request prior to the response being available for pulling.

	Transfer-Encoding: chunked

Date: Fri, 8 Aug 2014 08:03:53

Connection: Close

Content-Type: multipart/related; boundary="_=8361216095775145IBM8361216095775145MOKO";  type="application/soap+xml";  start=5619e272-8bb2-4ce3-a12b-214f92086c04; charset=UTF-8;  action="http://www.w3.org/2005/08/addressing/soap/fault"

Cache-Control: private
--_=8361216095775145IBM8361216095775145MOKO

Content-Transfer-Encoding: 8bit

Content-ID: 5619e272-8bb2-4ce3-a12b-214f92086c04

Content-Type: application/soap+xml; charset=UTF-8

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">

<soapenv:Header>


<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/" soapenv:mustUnderstand="true">



<ns2:SignalMessage xmlns:ns2="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/">




<ns2:MessageInfo>





<ns2:Timestamp>2014-08-08T08:03:53.246Z</ns2:Timestamp>





<ns2:MessageId>1b6213b0-2917-48cd-a7d1-8fa4acf6c23b@1407485033246</ns2:MessageId>




</ns2:MessageInfo>




<ns2:Error category="Communication" refToMessageInError="A1407484966755.34bec694-1f42-4a7a-b75f-77a0ade40109@1407484966756" errorCode="EBMS:0006" origin="EBMS" severity="Warning" shortDescription="EmptyMessagePartitionChannel">





<ns2:Description lang="en">There is no message available for pulling from this MPC at this moment.</ns2:Description>





<ns2:ErrorDetail>DeliveryFailureException: Pulling message from pull destination failed</ns2:ErrorDetail>




</ns2:Error>



</ns2:SignalMessage>


</eb:Messaging>

</soapenv:Header>

<soapenv:Body>


<soapenv:Fault xmlns:axis2ns108="http://www.w3.org/2003/05/soap-envelope">



<soapenv:Code>




<soapenv:Value>axis2ns108:EBMSInternalError</soapenv:Value>



</soapenv:Code>



<soapenv:Reason>




<soapenv:Text xml:lang="en">There is no message available for pulling from this MPC at this moment.</soapenv:Text>



</soapenv:Reason>



<soapenv:Detail>




<DetailError>DeliveryFailureException: Pulling message from pull destination failed</DetailError>



</soapenv:Detail>


</soapenv:Fault>

</soapenv:Body>
</soapenv:Envelope>
--_=8361216095775145IBM8361216095775145MOKO--




Figure 23: On the wire sample for pull Error
[image: image13.png]



� Since Embeddable Client version 1.0.0.2, Profile API allows the caller to supply the jumpstart XML information programmatically and not rely on the config dir. For more details see samples provided with the embeddable client.
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